
 

 

 

 
September 2, 2021 
 
VIA EMAIL 
 
Attention:  
 
Dear  
 
Re:  Your request for access to information under Part II of the Access to Information and 

Protection of Privacy Act, 2015  (File #: PB/828/2021) 
 
On August 5, 2021 NL Hydro received your request for access to the following 
records/information:  
 

A list of any cyber incidents or data breaches involving personal information, with accompanying 
reports, that your corporation experienced from Jan. 2018 to present day. Please sever personal 
information that cannot be released under FOI, but make available as much of the reports as 
possible. 
 
I am pleased to inform you that your request for access to these records has been granted, in 
part. Access to some information contained within the records has been refused in accordance 
with the following exceptions to disclosure, as specified in the Access to Information and 
Protection of Privacy Act (the Act): 
 

Section 31(1): The head of a public body may refuse to disclose information to an applicant 
where the disclosure could reasonably be expected to: 

 

(l) reveal the arrangements for the security of property or a system, including a building, 
a vehicle, a computer system or a communications system. 

 
Section 40(1): The head of a public body shall refuse to disclose personal information to an 
applicant where the disclosure would be an unreasonable invasion of a third party's personal 
privacy.  
 
NL Hydro does not release information relating to cyber incidents. Please see Appendix A, 
attached hereto, for the Official Privacy Breach Reporting Forms, as shared with the Office of 
the Information and Privacy Commissioner. 
 
In keeping with our standard practice, it is our intention to post this letter on the Nalcor Energy 
website. 
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Please be advised that you may ask the Information and Privacy Commissioner to review the 
processing of your access request, as set out in section 42 of the Access to Information and 
Protection of Privacy Act (the Act). A request to the Commissioner must be made in writing 
within 15 business days of the date of this letter or within a longer period that may be allowed 
by the Commissioner. Your appeal should identify your concerns with the request and why you 
are submitting the appeal. 
 
The appeal may be addressed to the Information and Privacy Commissioner as follows: 
 

Office of the Information and Privacy Commissioner 

2 Canada Drive 

P. O. Box 13004, Stn. A 

St. John’s, NL. A1B 3V8 

Telephone: (709) 729-6309 

Toll-Free: 1-877-729-6309 

Facsimile: (709) 729-6500 
 

You may also appeal directly to the Supreme Court Trial Division within 15 business days after 
you receive the decision of the public body, pursuant to section 52 of the Act (a copy of this 
section of the Act has been enclosed for your reference). 
 
 
If you have any further questions, please feel free to contact the undersigned by telephone at 
(709) 733-5346 or by e-mail at granthiscock@nalcorenergy.com. 
 
Sincerely, 

 
Grant Hiscock 
Access and Privacy Officer 
 
 
 
 
 
 
 
 
 
 
 
 
 

mailto:granthiscock@nalcorenergy.com
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Right of Access  
8. (2) The right of access to a record does not extend to information excepted from disclosure 
under this Act, but if it is reasonable to sever that information from the record, an applicant has 
a right of access to the remainder of the record.  

 

Access or correction complaint  

42. (1) A person who makes a request under this Act for access to a record or for correction 
of personal information may file a complaint with the commissioner respecting a decision, act or 
failure to act of the head of the public body that relates to the request.   

 (2) A complaint under subsection (1) shall be filed in writing not later than 15 
business days  

 (a) after the applicant is notified of the decision of the head of the public body, or 
the date of the act or failure to act; or  

 (b) after the date the head of the public body is considered to have refused the 
request under subsection 16(2).  

 (3) A third party informed under section 19 of a decision of the head of a public 
body to grant access to a record or part of a record in response to a request may file a complaint 
with the commissioner respecting that decision.  

 (4) A complaint under subsection (3) shall be filed in writing not later than 15 
business days after the third party is informed of the decision of the head of the public body.  

 (5) The commissioner may allow a longer time period for the filing of a complaint 
under this section.  

 (6) A person or third party who has appealed directly to the Trial Division under 
subsection 52(1) or 53(1) shall not file a complaint with the commissioner.  

 (7) The commissioner shall refuse to investigate a complaint where an appeal has 
been commenced in the Trial Division.  

 (8) A complaint shall not be filed under this section with respect to  

 (a) a request that is disregarded under section 21;  

 (b) a decision respecting an extension of time under section 23;  

 (c) a variation of a procedure under section 24; or  

 (d) an estimate of costs or a decision not to waive a cost under section 26.  

 (9) The commissioner shall provide a copy of the complaint to the head of the 
public body concerned.  
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Direct appeal to Trial Division by an applicant  

52. (1) Where an applicant has made a request to a public body for access to a record or 
correction of personal information and has not filed a complaint with the commissioner under 
section 42, the applicant may appeal the decision, act or failure to act of the head of the public 
body that relates to the request directly to the Trial Division.  

 (2) An appeal shall be commenced under subsection (1) not later than 15 business 
days  

 (a) after the applicant is notified of the decision of the head of the public body, or 
the date of the act or failure to act; or  

 (b) after the date the head of the public body is considered to have refused the 
request under subsection 16(2).  

 (3) Where an applicant has filed a complaint with the commissioner under section 
42 and the commissioner has refused to investigate the complaint, the applicant may 
commence an appeal in the Trial Division of the decision, act or failure to act of the head of the 
public body that relates to the request for access to a record or for correction of personal 
information.  

 (4) An appeal shall be commenced under subsection (3) not later than 15 business 
days after the applicant is notified of the commissioner’s refusal under subsection 45(2).  
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A privacy breach occurs when there is a collection, use, or disclosure of personal information in 
contravention of the Access to Information and Protection of Privacy Act, 2015 (ATIPPA, 2015). This includes 
personal information that is lost or stolen. 
 
As per Section 64(4) of the ATIPPA, 2015, if you are aware of a privacy breach, you must complete this 
form and submit it to the Office of the Information and Privacy Commissioner (OIPC) as soon as 
reasonably possible. Please forward the completed form via e-mail to breachreport@oipc.nl.ca, fax (709) 
729-6500, or mail to the Office of the Information and Privacy Commissioner, P. O. Box 13004, Station 
“A”, St. John’s, NL  A1B 3V8. 
 
The ATIPP Office has also requested that breach reports be sent via e-mail to ATIPPOffice@gov.nl.ca. If 
you do not have access to e-mail please submit the form via fax (709) 729-2226, or mail to the ATIPP 
Office, Office of Public Engagement, 4th Floor, West Block, Confederation Building, P.O. Box 8700, 
Station “A”, St. John's, NL  A1B 4J6. 
 
For more information on completing this form, please refer to the Guidelines for Completing the Privacy 
Breach Reporting Form on the OIPC website or call 1-877-729-6309. 
 
For more general information on privacy breaches please refer to the Privacy Breach Protocol document 
available on the ATIPP Office website or call 1-877-895-8891. 
 
Information contained in this form will be recorded for breach management purposes, including 
but not limited to statistical, educational, and investigative purposes. Should the Commissioner 
decide to initiate a privacy investigation, the public body will be notified. 

 

Do not include information in this form that can identify  
the individual(s) whose information has been breached. 

 
 

Your Contact Information (Please Print) 

Public Body:  

Division/Program:  

Name and Title:  

Telephone:  

E-mail Address:  

 
 
 
 

Privacy Breach Reporting Form 
(For Public Body Use Only) 

Access to Information and Protection of Privacy Act, 2015 
 

Nalcor Energy

Suzanne Hollett

737-1284

suzannehollett@nalcorenergy.com
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Incident Description 

Date Breach Occurred:  

Date Breach was Discovered:  

Date Breach Reported to OIPC:  

Date Breach Reported to ATIPP Office:  

Describe the breach and any immediate steps taken to contain the breach and reduce the harm of the breach 
(e.g. retrieval of breached information, replacement of locks, shut down of IT systems, etc.) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Estimated number of individuals whose 
personal information was breached: 

 

Geographical Location of the Breach: 
 
 

Type of 
Breach 

  
Telephone Fax E-mail Technical Malfunction 

Mail Out Courier In Person Intentional (i.e. willful breach) 

  Other (please specify): 
 

September 11, 2017

December 19, 2017

Preliminary report Dec. 20, 2017 by phone; formal report March 7, 2018

March 7, 2018

In response to an ATIPP request, personal information about 8 people that should have been redacted was 
not and it was disclosed to the Applicant. As we post our ATIPP responses online, the information was also 
online for a period of time. The information included employee ID number for all, frequent flyer number for 
7 people  information about which days 2 people availed of sick and vacation time (this was on weekly time 
sheets, so it was the day and the number of hours taken - no medical information). 
  
The Applicant was immediately contacted and he agreed to delete the information he was sent. He confirmed 
the deletion in writing. The information was taken off the website as quickly as possible as well.  
  
This breach was caused by human error and measures have been put in place to ensure additional "cold eyes" 
reveiw of requests involving significant amounts of personal information. We are also working on identifying 
exactly what information needs to be provided to Nalcor for payment of invoices and communicating to 
contractors and employees that only relevant and necessary information should be provided to Nalcor. 
  
There seems to be a low likelihood of harm to the affected individuals, however, we are undertaking 
notification of those affected. This will be completed today, March 7. It is not clear that disclosure will result 
in harm, as use of the numbers disclosed requires access to additional information such as passwords or 
internal Nalcor systems in order to use the information in any improper manner. However, Nalcor 
understands the desire of many people to keep information about themselves as private/confidential as 
possible.

8

St. John's

✔

Human error
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Personal Information Involved (Check all that apply)  Do not include or send us the identifiable personal information. 

Name E-mail Driver’s License Number 

Home Address Signature Medicare Plan (MCP) Number 

Birth Date Financial Information Social Insurance Number 

Telephone Number Credit Card or Debit Card Medical History 

Employment History Educational History Personal Opinions 

Other (please specify): 

Risk Evaluation/Potential Harm (Check all that apply) Identify any harm that may result from the breach. 

Identity theft (higher risk if breach involves social insurance number or financial information) 

Physical harm or harassment (e.g. stalking) 

Emotional harm, humiliation or damage to reputation (e.g. disclosure of mental health records) 

Financial cost 

Loss of business or employment opportunities 

Breach of contract and/or other legal obligations (e.g. from data loss) 

Future breaches (technical failures) 

Violation of professional standards or certificate standards 

Other (please specify): 

Safeguards (Check all that apply) 

Describe the physical, administrative, and technical safeguards currently in place to protect the personal 
information in your custody and control relevant to this breach: 

Locked Doors Training 

Locked Filing Cabinets  Information Sharing Agreement 

Alarm System  Passwords 

Policies  Encryption 

Procedures  Audit Controls 

Guidelines 

 Other (please specify): 

✔
Frequent flyer number, Employee ID and days on which sick/personal/vacation leave was used

Please see above - not clear that any harm will occur

✔

Cause was human error/oversight; information just not noticed when reviewing
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Notification of Affected Individual(s) 

Will the affected individual(s) be notified of the privacy breach? 

 If yes, how will they be notified and when?  Telephone E-mail Letter Date:         

 If no, why have you chosen not to notify? 
      
 

 To be determined. 
Please provide additional information as soon as it becomes 
available. 

 
 

Other Notifications  

Have other authorities been notified? 

The head of your public body (Minister, Mayor, etc.) 

Senior staff (Town Manager/Clerk, Director, Assistant Deputy Minister, Deputy Minister, etc.) 

Royal Newfoundland Constabulary/Royal Canadian Mounted Police 

Your public body solicitor 

Communications staff 

Other (please specify): 

 

 

 
* Attach additional pages as required. 

 

For Office Use Only 

Reviewed By: __________________________________  Date: _______________________________ 

 

✔ ✔ March 7, 2018

✔

✔

✔

EVP's of relevant lines of business
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A privacy breach occurs when there is a collection, use, or disclosure of personal information in 
contravention of the Access to Information and Protection of Privacy Act, 2015 (ATIPPA, 2015). This includes 
personal information that is lost or stolen. 
 
As per Section 64(4) of the ATIPPA, 2015, if you are aware of a privacy breach, you must complete this 
form and submit it to the Office of the Information and Privacy Commissioner (OIPC) as soon as 
reasonably possible. Please forward the completed form via e-mail to breachreport@oipc.nl.ca, fax (709) 
729-6500, or mail to the Office of the Information and Privacy Commissioner, P. O. Box 13004, Station 
“A”, St. John’s, NL  A1B 3V8. 
 
The ATIPP Office has also requested that breach reports be sent via e-mail to ATIPPOffice@gov.nl.ca. If 
you do not have access to e-mail please submit the form via fax (709) 729-2226, or mail to the ATIPP 
Office, Office of Public Engagement, 4th Floor, West Block, Confederation Building, P.O. Box 8700, 
Station “A”, St. John's, NL  A1B 4J6. 
 
For more information on completing this form, please refer to the Guidelines for Completing the Privacy 
Breach Reporting Form on the OIPC website or call 1-877-729-6309. 
 
For more general information on privacy breaches please refer to the Privacy Breach Protocol document 
available on the ATIPP Office website or call 1-877-895-8891. 
 
Information contained in this form will be recorded for breach management purposes, including 
but not limited to statistical, educational, and investigative purposes. Should the Commissioner 
decide to initiate a privacy investigation, the public body will be notified. 

 

Do not include information in this form that can identify  
the individual(s) whose information has been breached. 

 
 

Your Contact Information (Please Print) 

Public Body:  

Division/Program:  

Name and Title:  

Telephone:  

E-mail Address:  

 
 
 
 

Privacy Breach Reporting Form 
(For Public Body Use Only) 

Access to Information and Protection of Privacy Act, 2015 
 

Nalcor Energy

Suzanne Hollett, Access and Privacy Officer

737-1284

suzannehollett@nalcorenergy.com
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Incident Description 

Date Breach Occurred:  

Date Breach was Discovered:  

Date Breach Reported to OIPC:  

Date Breach Reported to ATIPP Office:  

Describe the breach and any immediate steps taken to contain the breach and reduce the harm of the breach 
(e.g. retrieval of breached information, replacement of locks, shut down of IT systems, etc.) 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 

Estimated number of individuals whose 
personal information was breached: 

 

Geographical Location of the Breach: 
 
 

Type of 
Breach 

  
Telephone Fax E-mail Technical Malfunction 

Mail Out Courier In Person Intentional (i.e. willful breach) 

  Other (please specify): 
 

May 9th, 2018

May 9th, 2018

May 15th, 2018

May 15th, 2018

An email regarding the duration and reason for an employee's medical leave from work that was meant for 
the occupational health nurse  was sent to another employee with a similar name  

 in error. When one begins typing in the "to" field, the email system autopopulates with several 
suggestions, and you can click on the one you want. Of course, the suggestions that appear would all be 
similar as it is based on the letters you are typing. It seems as though this error occurred when the wrong 
name was inadvertently selected from the list of names that the system generated as possibilities. 
  
The email was immediately forwarded to the intended recipient. It has been deleted from the other 
employee's (the unintended recipient's) inbox and sent mail folders. We are also looking into ways to 
sufficiently differentiate (the occupational health nurse) email address. We are also in the process of 
drafting an email to all staff to remind folks to double check email addresses prior to hitting send.  
  
The email contained an attachment which was not opened by the unintended recipient. The information in 
the email consisted of employee's name,   

 
  
The employee was contacted by the occupational health nurse on Friday May 11 and was notified of what 
had happened. He thanked her for calling and was understanding .

1

St. John's

✔
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Personal Information Involved (Check all that apply)  Do not include or send us the identifiable personal information. 

Name E-mail Driver’s License Number 

Home Address Signature  Medicare Plan (MCP) Number 

Birth Date Financial Information  Social Insurance Number 

Telephone Number Credit Card or Debit Card Medical History 

Employment History Educational History Personal Opinions 

Other (please specify): 

 

 
 

Risk Evaluation/Potential Harm (Check all that apply) Identify any harm that may result from the breach. 
 

Identity theft (higher risk if breach involves social insurance number or financial information) 

Physical harm or harassment (e.g. stalking) 

Emotional harm, humiliation or damage to reputation (e.g. disclosure of mental health records) 

Financial cost 

Loss of business or employment opportunities 

Breach of contract and/or other legal obligations (e.g. from data loss) 

Future breaches (technical failures) 

Violation of professional standards or certificate standards 

Other (please specify): 
 
 
 

 

Safeguards (Check all that apply) 

Describe the physical, administrative, and technical safeguards currently in place to protect the personal 
information in your custody and control relevant to this breach: 

Locked Doors Training 

Locked Filing Cabinets  Information Sharing Agreement 

Alarm System  Passwords 

Policies  Encryption 

Procedures  Audit Controls 

Guidelines  

 Other (please specify): 

 

✔

✔

✔

Medical History - fact that employee had foot operation, employment history relates to fact of off work

✔
No harm identified (the PI was not particularly sensitive), employee was not upset
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Notification of Affected Individual(s) 

Will the affected individual(s) be notified of the privacy breach? 

 If yes, how will they be notified and when?  Telephone E-mail Letter Date:         

 If no, why have you chosen not to notify? 
      
 

 To be determined. 
Please provide additional information as soon as it becomes 
available. 

 
 

Other Notifications  

Have other authorities been notified? 

The head of your public body (Minister, Mayor, etc.) 

Senior staff (Town Manager/Clerk, Director, Assistant Deputy Minister, Deputy Minister, etc.) 

Royal Newfoundland Constabulary/Royal Canadian Mounted Police 

Your public body solicitor 

Communications staff 

Other (please specify): 

 

 

 
* Attach additional pages as required. 

 

For Office Use Only 

Reviewed By: __________________________________  Date: _______________________________ 

 

✔ ✔
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A privacy breach occurs when there is a collection, use, or disclosure of personal information in 
contravention of the Access to Information and Protection of Privacy Act, 2015 (ATIPPA, 2015). This includes 
personal information that is lost or stolen. 

As per Section 64(4) of the ATIPPA, 2015, if you are aware of a privacy breach, you must complete this 
form and submit it to the Office of the Information and Privacy Commissioner (OIPC) as soon as 
reasonably possible. Please forward the completed form via e-mail to breachreport@oipc.nl.ca, fax (709) 
729-6500, or mail to the Office of the Information and Privacy Commissioner, P. O. Box 13004, Station
“A”, St. John’s, NL  A1B 3V8.

The ATIPP Office has also requested that breach reports be sent via e-mail to ATIPPOffice@gov.nl.ca. If 
you do not have access to e-mail please submit the form via fax (709) 729-2226, or mail to the ATIPP 
Office, Office of Public Engagement, 4th Floor, West Block, Confederation Building, P.O. Box 8700, 
Station “A”, St. John's, NL  A1B 4J6. 

For more information on completing this form, please refer to the Guidelines for Completing the Privacy 
Breach Reporting Form on the OIPC website or call 1-877-729-6309. 

For more general information on privacy breaches please refer to the Privacy Breach Protocol document 
available on the ATIPP Office website or call 1-877-895-8891. 

Information contained in this form will be recorded for breach management purposes, including 
but not limited to statistical, educational, and investigative purposes. Should the Commissioner 
decide to initiate a privacy investigation, the public body will be notified. 

Do not include information in this form that can identify 
the individual(s) whose information has been breached. 

Your Contact Information (Please Print) 

Public Body: 

Division/Program: 

Name and Title: 

Telephone: 

E-mail Address:

Privacy Breach Reporting Form 
(For Public Body Use Only) 

Access to Information and Protection of Privacy Act, 2015 

Nalcor Energy

Suzanne Hollett, Access and Privacy Officer

737-1284

suzannehollett@nalcorenergy.com
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Incident Description 

Date Breach Occurred: 

Date Breach was Discovered: 

Date Breach Reported to OIPC: 

Date Breach Reported to ATIPP Office: 

Describe the breach and any immediate steps taken to contain the breach and reduce the harm of the breach 
(e.g. retrieval of breached information, replacement of locks, shut down of IT systems, etc.) 

Estimated number of individuals whose 
personal information was breached: 

Geographical Location of the Breach: 

Type of 
Breach 

Telephone Fax E-mail Technical Malfunction 

Mail Out Courier In Person Intentional (i.e. willful breach) 

Other (please specify): 

May 1, 2018

June 1, 2018

Preliminary notice June 12; formal notice September 18, 2018

September 18, 2018

Nalcor uses the software program JD Edwards to support several business processes. A new version of JDE 
was launched on May 1. In order to ensure that employees only had access to the information required to 
complete their job duties, role based masking solutions were devised such that access to information in data 
fields that was not required for a particular role would contain asterix. It was discovered on June 1 that a 
small group of employees (21) actually had access to a data field within the "address book" portion of the 
application that was not required in their role. The field was entitled "Tax ID" but in the case of employees, 
this field contained SIN. This information should not have been visible to this group of employees, and was 
the result of an oversight in the creation and application of the customized role based masking solutions that 
had been applied to other user groups. This was discovered when an employee noticed that the number in 
the field was actually a SIN. Nalcor corrected the issue within 30 minutes of being notified. This involved 
devising a new role based masking solution for this group of employees. Nalcor subsequently contacted the 
employees who were in this group and interviewed them about their use of the software since the new 
version was launched. Based on their responses to several questions concerning how and why they use the 
address book feature, it appears quite likely that only the employee who reported the issue actually saw 
information that she should not have had access to. Nalcor has not notified employees of this breach. As the SIN 

of all employees was theoretically available to this group, a mass notification may cause unnecessary stress to 

employees, as there does not seem to be a real risk of harm, given that the breach was internal, accidental and 

was immediately reported by the person who saw the information.

unknown

company wide system

✔

Human error - required customized masking solution was inadvertently not created for 
this user group 
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Personal Information Involved (Check all that apply)  Do not include or send us the identifiable personal information. 

Name E-mail Driver’s License Number 

Home Address Signature  Medicare Plan (MCP) Number 

Birth Date Financial Information  Social Insurance Number 

Telephone Number Credit Card or Debit Card Medical History 

Employment History Educational History Personal Opinions 

Other (please specify): 

 

 
 

Risk Evaluation/Potential Harm (Check all that apply) Identify any harm that may result from the breach. 
 

Identity theft (higher risk if breach involves social insurance number or financial information) 

Physical harm or harassment (e.g. stalking) 

Emotional harm, humiliation or damage to reputation (e.g. disclosure of mental health records) 

Financial cost 

Loss of business or employment opportunities 

Breach of contract and/or other legal obligations (e.g. from data loss) 

Future breaches (technical failures) 

Violation of professional standards or certificate standards 

Other (please specify): 
 
 
 

 

Safeguards (Check all that apply) 

Describe the physical, administrative, and technical safeguards currently in place to protect the personal 
information in your custody and control relevant to this breach: 

Locked Doors Training 

Locked Filing Cabinets  Information Sharing Agreement 

Alarm System  Passwords 

Policies  Encryption 

Procedures  Audit Controls 

Guidelines  

 Other (please specify): 

 

✔

✔

✔

✔

role based masking solutions
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Notification of Affected Individual(s) 

Will the affected individual(s) be notified of the privacy breach? 

 If yes, how will they be notified and when?  Telephone E-mail Letter Date:         

 If no, why have you chosen not to notify? 
      
 

 To be determined. 
Please provide additional information as soon as it becomes 
available. 

 
 

Other Notifications  

Have other authorities been notified? 

The head of your public body (Minister, Mayor, etc.) 

Senior staff (Town Manager/Clerk, Director, Assistant Deputy Minister, Deputy Minister, etc.) 

Royal Newfoundland Constabulary/Royal Canadian Mounted Police 

Your public body solicitor 

Communications staff 

Other (please specify): 

 

 

 
* Attach additional pages as required. 

 

For Office Use Only 

Reviewed By: __________________________________  Date: _______________________________ 

 

✔ see attached

✔

✔
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A privacy breach occurs when there is a collection, use, or disclosure of personal information in 
contravention of the Access to Information and Protection of Privacy Act, 2015 (ATIPPA, 2015). This includes 
personal information that is lost or stolen. 
 
As per Section 64(4) of the ATIPPA, 2015, if you are aware of a privacy breach, you must complete this 
form and submit it to the Office of the Information and Privacy Commissioner (OIPC) as soon as 
reasonably possible. Please forward the completed form via e-mail to breachreport@oipc.nl.ca, fax (709) 
729-6500, or mail to the Office of the Information and Privacy Commissioner, P. O. Box 13004, Station 
“A”, St. John’s, NL  A1B 3V8. 
 
The ATIPP Office has also requested that breach reports be sent via e-mail to ATIPPOffice@gov.nl.ca. If 
you do not have access to e-mail please submit the form via fax (709) 729-2226, or mail to the ATIPP 
Office, Office of Public Engagement, 4th Floor, West Block, Confederation Building, P.O. Box 8700, 
Station “A”, St. John's, NL  A1B 4J6. 
 
For more information on completing this form, please refer to the Guidelines for Completing the Privacy 
Breach Reporting Form on the OIPC website or call 1-877-729-6309. 
 
For more general information on privacy breaches please refer to the Privacy Breach Protocol document 
available on the ATIPP Office website or call 1-877-895-8891. 
 
Information contained in this form will be recorded for breach management purposes, including 
but not limited to statistical, educational, and investigative purposes. Should the Commissioner 
decide to initiate a privacy investigation, the public body will be notified. 

 

Do not include information in this form that can identify  
the individual(s) whose information has been breached. 

 
 

Your Contact Information (Please Print) 

Public Body:  

Division/Program:  

Name and Title:  

Telephone:  

E-mail Address:  

 
 
 
 

Privacy Breach Reporting Form 
(For Public Body Use Only) 

Access to Information and Protection of Privacy Act, 2015 
 

NL Hydro (Nalcor Energy)

Suzanne Hollett, Access and Privacy Officer

737-1284

suzannehollett@nalcorenergy.com
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Incident Description 

Date Breach Occurred:  

Date Breach was Discovered:  

Date Breach Reported to OIPC:  

Date Breach Reported to ATIPP Office:  

Describe the breach and any immediate steps taken to contain the breach and reduce the harm of the breach 
(e.g. retrieval of breached information, replacement of locks, shut down of IT systems, etc.) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Estimated number of individuals whose 
personal information was breached: 

 

Geographical Location of the Breach: 
 
 

Type of 
Breach 

  
Telephone Fax E-mail Technical Malfunction 

Mail Out Courier In Person Intentional (i.e. willful breach) 

  Other (please specify): 
 

late May/early June, 2018

June 7, 2018

Preliminary notice June  12,  formal notice Sept. 18, 2018

Sept. 18, 2018

This breach occurred when utility customers in billing cycles 5 and 6 received a bill for an other 
customer in the same envelope as their own bill. NL Hydro believes this occurred when the machine 
that stuffs envelopes was loaded incorrectly. Bar codes printed on the bills tell the machine how many 
pages to grab and from which tray and whether or not an envelope is needed, etc., and at the end of 
the process a sealed envelope comes out the other end. The sealed envelopes are them put into small 
grey shipping tubs. In this case, one tray had bills and another tray contained an insert explaining the 
new bill format, and the barcodes on the bill were instructing the machine to grab the bill (however 
many pages it was) and one insert. At one point when the tray containing the inserts needed to be 
reloaded, it was accidentally reloaded with bills instead of inserts, so the machine was actually picking 
up two bills, instead of a bill and an insert. The error was discovered within a couple of minutes and all 
the envelopes in a  tub which was thought to likely contain all the incorrectly stuffed envelopes were 
opened and some errors were caught. However, not all were. NL Hydro became aware of this when 
customers contacted us to let us know they had received someone else's bills in addition to their own. 
We believe only a small number of people were affected, however, are unable to ascertain this for 
certain. The individuals known to us were contacted by telephone to advise them of the breach. 
In the future, NL Hydro will try to ensure that when inserts are included with bills that the machine is 
continuously monitored so that any errors are noticed immediately.

unknown for certain

St. John's but affected customers from other areas

Human error - machine was incorrectly loaded
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Personal Information Involved (Check all that apply)  Do not include or send us the identifiable personal information. 

Name E-mail Driver’s License Number 

Home Address Signature  Medicare Plan (MCP) Number 

Birth Date Financial Information  Social Insurance Number 

Telephone Number Credit Card or Debit Card Medical History 

Employment History Educational History Personal Opinions 

Other (please specify): 

 

 
 

Risk Evaluation/Potential Harm (Check all that apply) Identify any harm that may result from the breach. 
 

Identity theft (higher risk if breach involves social insurance number or financial information) 

Physical harm or harassment (e.g. stalking) 

Emotional harm, humiliation or damage to reputation (e.g. disclosure of mental health records) 

Financial cost 

Loss of business or employment opportunities 

Breach of contract and/or other legal obligations (e.g. from data loss) 

Future breaches (technical failures) 

Violation of professional standards or certificate standards 

Other (please specify): 
 
 
 

 

Safeguards (Check all that apply) 

Describe the physical, administrative, and technical safeguards currently in place to protect the personal 
information in your custody and control relevant to this breach: 

Locked Doors Training 

Locked Filing Cabinets  Information Sharing Agreement 

Alarm System  Passwords 

Policies  Encryption 

Procedures  Audit Controls 

Guidelines  

 Other (please specify): 

 

✔

✔

Hydro customer account number

✔

✔
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Notification of Affected Individual(s) 

Will the affected individual(s) be notified of the privacy breach? 

 If yes, how will they be notified and when?  Telephone E-mail Letter Date:         

 If no, why have you chosen not to notify? 
      
 

 To be determined. 
Please provide additional information as soon as it becomes 
available. 

 
 

Other Notifications  

Have other authorities been notified? 

The head of your public body (Minister, Mayor, etc.) 

Senior staff (Town Manager/Clerk, Director, Assistant Deputy Minister, Deputy Minister, etc.) 

Royal Newfoundland Constabulary/Royal Canadian Mounted Police 

Your public body solicitor 

Communications staff 

Other (please specify): 

 

 

 
* Attach additional pages as required. 

 

For Office Use Only 

Reviewed By: __________________________________  Date: _______________________________ 

 

✔ ✔ June 2018

✔

✔

✔
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A privacy breach occurs when there is a collection, use, or disclosure of personal information in 
contravention of the Access to Information and Protection of Privacy Act, 2015 (ATIPPA, 2015). This includes 
personal information that is lost or stolen. 
 
As per Section 64(4) of the ATIPPA, 2015, if you are aware of a privacy breach, you must complete this 
form and submit it to the Office of the Information and Privacy Commissioner (OIPC) as soon as 
reasonably possible. Please forward the completed form via e-mail to breachreport@oipc.nl.ca, fax (709) 
729-6500, or mail to the Office of the Information and Privacy Commissioner, P. O. Box 13004, Station 
“A”, St. John’s, NL  A1B 3V8. 
 
The ATIPP Office has also requested that breach reports be sent via e-mail to ATIPPOffice@gov.nl.ca. If 
you do not have access to e-mail please submit the form via fax (709) 729-2226, or mail to the ATIPP 
Office, Office of Public Engagement, 4th Floor, West Block, Confederation Building, P.O. Box 8700, 
Station “A”, St. John's, NL  A1B 4J6. 
 
For more information on completing this form, please refer to the Guidelines for Completing the Privacy 
Breach Reporting Form on the OIPC website or call 1-877-729-6309. 
 
For more general information on privacy breaches please refer to the Privacy Breach Protocol document 
available on the ATIPP Office website or call 1-877-895-8891. 
 
Information contained in this form will be recorded for breach management purposes, including 
but not limited to statistical, educational, and investigative purposes. Should the Commissioner 
decide to initiate a privacy investigation, the public body will be notified. 

 

Do not include information in this form that can identify  
the individual(s) whose information has been breached. 

 
 

Your Contact Information (Please Print) 

Public Body:  

Division/Program:  

Name and Title:  

Telephone:  

E-mail Address:  

 
 
 
 

Privacy Breach Reporting Form 
(For Public Body Use Only) 

Access to Information and Protection of Privacy Act, 2015 
 

NL Hydro (Nalcor Energy)

Suzanne Hollett, Access and Privacy Officer

737-1284

suzannehollett@nalcorenergy.com
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Incident Description 

Date Breach Occurred:  

Date Breach was Discovered:  

Date Breach Reported to OIPC:  

Date Breach Reported to ATIPP Office:  

Describe the breach and any immediate steps taken to contain the breach and reduce the harm of the breach 
(e.g. retrieval of breached information, replacement of locks, shut down of IT systems, etc.) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Estimated number of individuals whose 
personal information was breached: 

 

Geographical Location of the Breach: 
 
 

Type of 
Breach 

  
Telephone Fax E-mail Technical Malfunction 

Mail Out Courier In Person Intentional (i.e. willful breach) 

  Other (please specify): 
 

early July, 2018

July 6, 2018

Preliminary notice July 7,  formal notice Sept. 18, 2018

Sept. 18, 2018

This breach occurred when disconnection notices being sent to NL Hydro customers (both residential 
and commercial) were printed double sided resulting in some customers receiving their own and 
someone else's notice. This occurred when a new employee who was printing the notices did not 
realize the default printer setting was set to print double sided. 
The default has now been changed to print single sided.

unknown for certain

St. John's but affected customers from other areas

Human error - new employee did not realize notices were set to print double sided 
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Personal Information Involved (Check all that apply)  Do not include or send us the identifiable personal information. 

Name E-mail Driver’s License Number 

Home Address Signature  Medicare Plan (MCP) Number 

Birth Date Financial Information  Social Insurance Number 

Telephone Number Credit Card or Debit Card Medical History 

Employment History Educational History Personal Opinions 

Other (please specify): 

 

 
 

Risk Evaluation/Potential Harm (Check all that apply) Identify any harm that may result from the breach. 
 

Identity theft (higher risk if breach involves social insurance number or financial information) 

Physical harm or harassment (e.g. stalking) 

Emotional harm, humiliation or damage to reputation (e.g. disclosure of mental health records) 

Financial cost 

Loss of business or employment opportunities 

Breach of contract and/or other legal obligations (e.g. from data loss) 

Future breaches (technical failures) 

Violation of professional standards or certificate standards 

Other (please specify): 
 
 
 

 

Safeguards (Check all that apply) 

Describe the physical, administrative, and technical safeguards currently in place to protect the personal 
information in your custody and control relevant to this breach: 

Locked Doors Training 

Locked Filing Cabinets  Information Sharing Agreement 

Alarm System  Passwords 

Policies  Encryption 

Procedures  Audit Controls 

Guidelines  

 Other (please specify): 

 

✔

✔

Hydro customer account number, fact that account in arrears

✔

✔

printer now set to print single sided
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Notification of Affected Individual(s) 

Will the affected individual(s) be notified of the privacy breach? 

 If yes, how will they be notified and when?  Telephone E-mail Letter Date:         

 If no, why have you chosen not to notify? 
      
 

 To be determined. 
Please provide additional information as soon as it becomes 
available. 

 
 

Other Notifications  

Have other authorities been notified? 

The head of your public body (Minister, Mayor, etc.) 

Senior staff (Town Manager/Clerk, Director, Assistant Deputy Minister, Deputy Minister, etc.) 

Royal Newfoundland Constabulary/Royal Canadian Mounted Police 

Your public body solicitor 

Communications staff 

Other (please specify): 

 

 

 
* Attach additional pages as required. 

 

For Office Use Only 

Reviewed By: __________________________________  Date: _______________________________ 

 

✔ ✔ July 2018

see attached

✔

✔

✔
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A privacy breach occurs when there is a collection, use, or disclosure of personal information in 
contravention of the Access to Information and Protection of Privacy Act, 2015 (ATIPPA, 2015). This includes 
personal information that is lost or stolen. 
 
As per Section 64(4) of the ATIPPA, 2015, if you are aware of a privacy breach, you must complete this 
form and submit it to the Office of the Information and Privacy Commissioner (OIPC) as soon as 
reasonably possible. Please forward the completed form via e-mail to breachreport@oipc.nl.ca, fax (709) 
729-6500, or mail to the Office of the Information and Privacy Commissioner, P. O. Box 13004, Station 
“A”, St. John’s, NL  A1B 3V8. 
 
The ATIPP Office has also requested that breach reports be sent via e-mail to ATIPPOffice@gov.nl.ca. If 
you do not have access to e-mail please submit the form via fax (709) 729-2226, or mail to the ATIPP 
Office, Office of Public Engagement, 4th Floor, West Block, Confederation Building, P.O. Box 8700, 
Station “A”, St. John's, NL  A1B 4J6. 
 
For more information on completing this form, please refer to the Guidelines for Completing the Privacy 
Breach Reporting Form on the OIPC website or call 1-877-729-6309. 
 
For more general information on privacy breaches please refer to the Privacy Breach Protocol document 
available on the ATIPP Office website or call 1-877-895-8891. 
 
Information contained in this form will be recorded for breach management purposes, including 
but not limited to statistical, educational, and investigative purposes. Should the Commissioner 
decide to initiate a privacy investigation, the public body will be notified. 

 

Do not include information in this form that can identify  
the individual(s) whose information has been breached. 

 
 

Your Contact Information (Please Print) 

Public Body:  

Division/Program:  

Name and Title:  

Telephone:  

E-mail Address:  

 
 
 
 

Privacy Breach Reporting Form 
(For Public Body Use Only) 

Access to Information and Protection of Privacy Act, 2015 
 

NL Hydro (Nalcor Energy)

Grant Hiscock - Access and Privacy Officer

709-733-5346

granthiscock@nalcorenergy.com

25



     Page 2 of 4  

Incident Description 

Date Breach Occurred:  

Date Breach was Discovered:  

Date Breach Reported to OIPC:  

Date Breach Reported to ATIPP Office:  

Describe the breach and any immediate steps taken to contain the breach and reduce the harm of the breach 
(e.g. retrieval of breached information, replacement of locks, shut down of IT systems, etc.) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Estimated number of individuals whose 
personal information was breached: 

 

Geographical Location of the Breach: 
 
 

Type of 
Breach 

  
Telephone Fax E-mail Technical Malfunction 

Mail Out Courier In Person Intentional (i.e. willful breach) 

  Other (please specify): 
 

January 3, 2019

January 3, 2019

May 3, 2019

May 3, 2019

A commercial customer with multiple Hydro accounts reported that they had received copies of invoices for 
two other commercial entities along with their December invoices from Hydro.  All invoices were contained 
in the same large envelope used for such purposes.  The customer was asked to return the invoices for the 
other customers and agreed to do so. 
  
A preliminary investigation by the Manager of Customer Care determined that multiple invoices for the same 
customer are printed and mailed together.  Additional customers' invoices are printed in batch afterwards and 
the operator is intended to check the top and bottom invoices to confirm they belong to the same customer.  
It appears this wasn't completed properly in this incident.  The current mail room supervisor advised that the 
printing/mailing process for that particular day was completed by a temporary employee with little 
experience. 
  
The supervisor proposed to address the issue by coaching the employee.

Two commercial customers

Happy Valley - Goose Bay

✔

26



     Page 3 of 4  

 

Personal Information Involved (Check all that apply)  Do not include or send us the identifiable personal information. 

Name E-mail Driver’s License Number 

Home Address Signature  Medicare Plan (MCP) Number 

Birth Date Financial Information  Social Insurance Number 

Telephone Number Credit Card or Debit Card Medical History 

Employment History Educational History Personal Opinions 

Other (please specify): 

 

 
 

Risk Evaluation/Potential Harm (Check all that apply) Identify any harm that may result from the breach. 
 

Identity theft (higher risk if breach involves social insurance number or financial information) 

Physical harm or harassment (e.g. stalking) 

Emotional harm, humiliation or damage to reputation (e.g. disclosure of mental health records) 

Financial cost 

Loss of business or employment opportunities 

Breach of contract and/or other legal obligations (e.g. from data loss) 

Future breaches (technical failures) 

Violation of professional standards or certificate standards 

Other (please specify): 
 
 
 

 

Safeguards (Check all that apply) 

Describe the physical, administrative, and technical safeguards currently in place to protect the personal 
information in your custody and control relevant to this breach: 

Locked Doors Training 

Locked Filing Cabinets  Information Sharing Agreement 

Alarm System  Passwords 

Policies  Encryption 

Procedures  Audit Controls 

Guidelines  

 Other (please specify): 

 

Hydro customer account number and billing information for two commercial customers

Confidence of customers in Hydro's billing process and its ability to ensure privacy of information

✔

✔

✔

✔
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Notification of Affected Individual(s) 

Will the affected individual(s) be notified of the privacy breach? Yes  No 

If yes, how will they be notified and when? 

Were they notified of their right to file a Privacy 

Complaint with the OIPC? Yes No 

 Telephone E-mail Letter Date:    

If no, please follow-up with the affected individuals to notify them 

of their right to file a Privacy Complaint.   

If no, why have you chosen not to notify? 
 
 

To be determined.   
Please provide additional information as soon as it becomes 

available. 

 
 

Other Notifications  

Have other authorities been notified? 

The head of your public body (Minister, Mayor, etc.) 

Senior staff (Town Manager/Clerk, Director, Assistant Deputy Minister, Deputy Minister, etc.) 

Royal Newfoundland Constabulary/Royal Canadian Mounted Police 

Your public body solicitor 

Communications staff 

Other (please specify): 

 

 

 
Attach additional pages as required. 

 

For Office Use Only 

Reviewed By: __________________________________  Date: _______________________________ 

 

✔

✔ January 2019

✔

No concerns raised during the notification process

✔

✔
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A privacy breach occurs when there is a collection, use, or disclosure of personal information in 
contravention of the Access to Information and Protection of Privacy Act, 2015 (ATIPPA, 2015). This includes 
personal information that is lost or stolen. 
 
As per Section 64(4) of the ATIPPA, 2015, if you are aware of a privacy breach, you must complete this 
form and submit it to the Office of the Information and Privacy Commissioner (OIPC) as soon as 
reasonably possible. Please forward the completed form via e-mail to breachreport@oipc.nl.ca, fax (709) 
729-6500, or mail to the Office of the Information and Privacy Commissioner, P. O. Box 13004, Station 
“A”, St. John’s, NL  A1B 3V8. 
 
The ATIPP Office has also requested that breach reports be sent via e-mail to ATIPPOffice@gov.nl.ca. If 
you do not have access to e-mail please submit the form via fax (709) 729-2226, or mail to the ATIPP 
Office, Office of Public Engagement, 4th Floor, West Block, Confederation Building, P.O. Box 8700, 
Station “A”, St. John's, NL  A1B 4J6. 
 
For more information on completing this form, please refer to the Guidelines for Completing the Privacy 
Breach Reporting Form on the OIPC website or call 1-877-729-6309. 
 
For more general information on privacy breaches please refer to the Privacy Breach Protocol document 
available on the ATIPP Office website or call 1-877-895-8891. 
 
Information contained in this form will be recorded for breach management purposes, including 
but not limited to statistical, educational, and investigative purposes. Should the Commissioner 
decide to initiate a privacy investigation, the public body will be notified. 

 

Do not include information in this form that can identify  
the individual(s) whose information has been breached. 

 
 

Your Contact Information (Please Print) 

Public Body:  

Division/Program:  

Name and Title:  

Telephone:  

E-mail Address:  

 
 
 
 

Privacy Breach Reporting Form 
(For Public Body Use Only) 

Access to Information and Protection of Privacy Act, 2015 
 

Nalcor Energy

N/A

Beth Sheppard, Legal Counsel/Access & Privacy Officer

733-5379

bethsheppard@nalcorenergy.com
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Incident Description 

Date Breach Occurred:  

Date Breach was Discovered:  

Date Breach Reported to OIPC:  

Date Breach Reported to ATIPP Office:  

Describe the breach and any immediate steps taken to contain the breach and reduce the harm of the breach 
(e.g. retrieval of breached information, replacement of locks, shut down of IT systems, etc.) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Estimated number of individuals whose 
personal information was breached: 

 

Geographical Location of the Breach: 
 
 

Type of 
Breach 

  
Telephone Fax E-mail Technical Malfunction 

Mail Out Courier In Person Intentional (i.e. willful breach) 

  Other (please specify): 
 

March 26, 2019

March 26,2019

April 4, 2019

April 5, 2019

Breach: An employee requested information from the Supply Chain Department relating to a buyer 
for a particular contract (the "Requestor"). In response, an employee in Supply Chain sent the 
employee a screen shot of a "Purchase Order" header screen which inadvertently contained the 
Requestor's social insurance number. 
  
Cause of Breach: As a way to track the Requestor of a quote before a contract is awarded, Supply 
Chain enters an employee's ID in the "Supplier Field" as a way to track the Requestor which then 
automatically populates the Tax ID field. The Tax ID field contains a SIN for employees and HST/GST 
Registration numbers for a company. Data Masking security in the software setup to hide the Tax ID is 
not being adhered to by the program that Supply Chain utilizes, possibly due to a software bug.   
  

Immediate action taken:Upon being notified of the issue Information Systems immediately tried to 

hide the Tax ID field from the screen by applying column security which unfortunately did not resolve 

the issue. Information Systems then engaged a developer to modify the program to remove the Tax ID 

field from the Purchase Order header screen. This interim fix was immediately applied to production 

on the same day the issue was reported. This has been resolved. We are working with the developer to 
also resolve the data masking issue as this will provide additional security. 
  

Employee whose personal information was displayed  was contacted and advised of steps we are 

taking to resolve the issue. We apologized for this error, thanked him for reporting the issue and 

advised we will follow up. We are also investigation further to see if others have been affected. 

1; Potential for others(investigating)

St. John's, NL

Report included SIN of employee

✔

✔
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Personal Information Involved (Check all that apply)  Do not include or send us the identifiable personal information. 

Name E-mail Driver’s License Number 

Home Address Signature  Medicare Plan (MCP) Number 

Birth Date Financial Information  Social Insurance Number 

Telephone Number Credit Card or Debit Card Medical History 

Employment History Educational History Personal Opinions 

Other (please specify): 

 

 
 

Risk Evaluation/Potential Harm (Check all that apply) Identify any harm that may result from the breach. 
 

Identity theft (higher risk if breach involves social insurance number or financial information) 

Physical harm or harassment (e.g. stalking) 

Emotional harm, humiliation or damage to reputation (e.g. disclosure of mental health records) 

Financial cost 

Loss of business or employment opportunities 

Breach of contract and/or other legal obligations (e.g. from data loss) 

Future breaches (technical failures) 

Violation of professional standards or certificate standards 

Other (please specify): 
 
 
 

 

Safeguards (Check all that apply) 

Describe the physical, administrative, and technical safeguards currently in place to protect the personal 
information in your custody and control relevant to this breach: 

Locked Doors Training 

Locked Filing Cabinets  Information Sharing Agreement 

Alarm System  Passwords 

Policies  Encryption 

Procedures  Audit Controls 

Guidelines  

 Other (please specify): 

 

Employee Number

We have data masking for the system but it is not working on this particular screen 

✔

✔

✔

✔

✔

✔

✔

✔

✔

✔
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Notification of Affected Individual(s) 

Will the affected individual(s) be notified of the privacy breach? Yes  No 

If yes, how will they be notified and when? 

Were they notified of their right to file a Privacy 

Complaint with the OIPC? Yes No 

 Telephone E-mail Letter Date:    

If no, please follow-up with the affected individuals to notify them 

of their right to file a Privacy Complaint.   

If no, why have you chosen not to notify? 
 
 

To be determined.   
Please provide additional information as soon as it becomes 

available. 

 
 

Other Notifications  

Have other authorities been notified? 

The head of your public body (Minister, Mayor, etc.) 

Senior staff (Town Manager/Clerk, Director, Assistant Deputy Minister, Deputy Minister, etc.) 

Royal Newfoundland Constabulary/Royal Canadian Mounted Police 

Your public body solicitor 

Communications staff 

Other (please specify): 

 

 

 
Attach additional pages as required. 

 

For Office Use Only 

Reviewed By: __________________________________  Date: _______________________________ 

 

✔

✔ March 26, 2019

✔

✔

✔
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Follow up to Formal Breach Report – 03-26-2019 

Information Systems reported this software bug to the vendor, who has agreed to fix the issue 

in a future software release. Information Systems also conducted a review of other screens 

within JDE and confirmed this issue was isolated to the Purchase Order header screen. The 

Corporate Information Management Team also followed up with all users (14) who had access 

rights to the Purchase Order header screen and found no additional issues or concerns. 
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A privacy breach occurs when there is a collection, use, or disclosure of personal information in 
contravention of the Access to Information and Protection of Privacy Act, 2015 (ATIPPA, 2015). This includes 
personal information that is lost or stolen. 
 
As per Section 64(4) of the ATIPPA, 2015, if you are aware of a privacy breach, you must complete this 
form and submit it to the Office of the Information and Privacy Commissioner (OIPC) as soon as 
reasonably possible. Please forward the completed form via e-mail to breachreport@oipc.nl.ca, fax (709) 
729-6500, or mail to the Office of the Information and Privacy Commissioner, P. O. Box 13004, Station 
“A”, St. John’s, NL  A1B 3V8. 
 
The ATIPP Office has also requested that breach reports be sent via e-mail to ATIPPOffice@gov.nl.ca. If 
you do not have access to e-mail please submit the form via fax (709) 729-2226, or mail to the ATIPP 
Office, Office of Public Engagement, 4th Floor, West Block, Confederation Building, P.O. Box 8700, 
Station “A”, St. John's, NL  A1B 4J6. 
 
For more information on completing this form, please refer to the Guidelines for Completing the Privacy 
Breach Reporting Form on the OIPC website or call 1-877-729-6309. 
 
For more general information on privacy breaches please refer to the Privacy Breach Protocol document 
available on the ATIPP Office website or call 1-877-895-8891. 
 
Information contained in this form will be recorded for breach management purposes, including 
but not limited to statistical, educational, and investigative purposes. Should the Commissioner 
decide to initiate a privacy investigation, the public body will be notified. 

 

Do not include information in this form that can identify  
the individual(s) whose information has been breached. 

 
 

Your Contact Information (Please Print) 

Public Body:  

Division/Program:  

Name and Title:  

Telephone:  

E-mail Address:  

 
 
 
 

Privacy Breach Reporting Form 
(For Public Body Use Only) 

Access to Information and Protection of Privacy Act, 2015 
 

Nalcor Energy

Grant Hiscock, Access and Privacy Officer

733-5346

granthiscock@nalcorenergy.com
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Incident Description 

Date Breach Occurred:  

Date Breach was Discovered:  

Date Breach Reported to OIPC:  

Date Breach Reported to ATIPP Office:  

Describe the breach and any immediate steps taken to contain the breach and reduce the harm of the breach 
(e.g. retrieval of breached information, replacement of locks, shut down of IT systems, etc.) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Estimated number of individuals whose 
personal information was breached: 

 

Geographical Location of the Breach: 
 
 

Type of 
Breach 

  
Telephone Fax E-mail Technical Malfunction 

Mail Out Courier In Person Intentional (i.e. willful breach) 

  Other (please specify): 
 

May 14, 2019

May 14, 2019

Telephone: May 14, 2019 / Breach Report: May 17, 2019

May 17, 2019

Breach Information: 
As part of the annual T4 process, Payroll staff created a new shared drive folder that contained 2018 T4 and 
T4A tax information for all current staff and retirees. On May 14, 2019, Information Systems (IS) was 
notified by Finance that the folder was accessible to staff that do not have authorization to view such 
information. A review by IS on May 14, 2019 confirmed that, outside of the authorized user list, 169 users 
also had the ability to access this folder (19 people from February 28 to April 2, when an additional 150 
people were given unauthorized access). IS's review noted a mis-configured security setting as the cause of 
this unauthorized access that occurred during system setup. The security review also noted that this 
unauthorized access extended to additional folders. A review will take place to determine if these folders also 
contained personal or confidential information. To date, the review has only noted 2 parent folders that could 
potentially contain sensitive information - the employee information noted above as well as some customer 
contact information. The customer information was accessible by 19 people from August 28, 2018 to April 2, 
2019 and an additional 150 people from April 2, 2019 to the date of the breach. The total number of 
impacted customers is still under review. The security settings for these folders have since been re-configured 
to restrict access to authorized users only.  
  
  
Please see additional information in the attached. 
  
  

Potential (T4 and T4A): 2,391 (322 T4As/ 2069 T4s)

Hydro Place, 500 Columbus Dr., St. John's, 

Security mis-configuration (unauthorized access)

✔
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Personal Information Involved (Check all that apply)  Do not include or send us the identifiable personal information. 

Name E-mail Driver’s License Number 

Home Address Signature  Medicare Plan (MCP) Number 

Birth Date Financial Information  Social Insurance Number 

Telephone Number Credit Card or Debit Card Medical History 

Employment History Educational History Personal Opinions 

Other (please specify): 

 

 
 

Risk Evaluation/Potential Harm (Check all that apply) Identify any harm that may result from the breach. 
 

Identity theft (higher risk if breach involves social insurance number or financial information) 

Physical harm or harassment (e.g. stalking) 

Emotional harm, humiliation or damage to reputation (e.g. disclosure of mental health records) 

Financial cost 

Loss of business or employment opportunities 

Breach of contract and/or other legal obligations (e.g. from data loss) 

Future breaches (technical failures) 

Violation of professional standards or certificate standards 

Other (please specify): 
 
 
 

 

Safeguards (Check all that apply) 

Describe the physical, administrative, and technical safeguards currently in place to protect the personal 
information in your custody and control relevant to this breach: 

Locked Doors Training 

Locked Filing Cabinets  Information Sharing Agreement 

Alarm System  Passwords 

Policies  Encryption 

Procedures  Audit Controls 

Guidelines  

 Other (please specify): 

 
Increased change management process for security modifications

✔

✔

✔

✔

✔ ✔

✔

✔

✔

✔

✔

✔
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Notification of Affected Individual(s) 

Will the affected individual(s) be notified of the privacy breach? Yes  No 

If yes, how will they be notified and when? 

Were they notified of their right to file a Privacy 

Complaint with the OIPC? Yes No 

 Telephone E-mail Letter Date:    

If no, please follow-up with the affected individuals to notify them 

of their right to file a Privacy Complaint.   

If no, why have you chosen not to notify? 
 
 

To be determined.   
Please provide additional information as soon as it becomes 

available. 

 
 

Other Notifications  

Have other authorities been notified? 

The head of your public body (Minister, Mayor, etc.) 

Senior staff (Town Manager/Clerk, Director, Assistant Deputy Minister, Deputy Minister, etc.) 

Royal Newfoundland Constabulary/Royal Canadian Mounted Police 

Your public body solicitor 

Communications staff 

Other (please specify): 

 

 

 
Attach additional pages as required. 

 

For Office Use Only 

Reviewed By: __________________________________  Date: _______________________________ 

 

✔

✔ ✔ TBD

✔

Not yet - they will be notified

✔

✔

✔
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Containment: 
Unauthorized users have been removed from all unapproved folders. Containment occurred on the 
same day as the breach was reported.  
 
Risk Evaluation:  
 
Sensitivity:  

· Review of the folders to date has found T4 & T4A information that meets the definition of 
personal information under the ATIPPA – this information would likely meet the harms test 
for an unreasonable invasion of privacy under the ATIPPA if accessed in an unauthorized 
manner. 

· Review of the folders to date has also found customer contact information that also meets 
the definition of personal information under the ATIPPA – however, it is unlikely that this 
information would meet the harms test for an unreasonable invasion of privacy under the 
ATIPPA if accessed in an unauthorized manner.   

 
Risk of misuse:  

· T4 & T4A information – risk of harm associated with unauthorized access to an individual’s 

financial information (e.g., financial theft, identity theft).  

· Customer contact information – unlikely to cause harm in the event of unauthorized access. 
 
Notification:  

· T4 and T4A information – written communication to all impacted individuals. While Nalcor 
cannot be certain how many T4s and T4As may have been accessed (very short time frame 
between employee notification of the breach and containment), all potentially impacted 
individuals will be notified. 

· Customer contact information – unlikely to meet the harms test for an unreasonable 
invasion of privacy under ATIPPA, therefore, notification is deemed to be unnecessary. 

 
Prevention:  

(1) Information Systems will document the process for applying security to folders as a guide 
for Information Systems staff 

(2) All major security modifications moving forward will follow the Information Systems 
Change Management Process.  

(3) User education will be developed to advise the users of the security implications regarding 
the creation of new folders within a secure folder structure without first contacting 
Information Systems. 

 
A follow up report will be provided as more information is available 
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Follow up to Formal Breach Report – 05-14-2019 

Nalcor’s Corporate IM Team followed up with the 169 individuals who had access to the folder 

containing the T4 and T4A information and their investigation found no evidence that any of 

these people accessed the HR folder or the file within the HR folder than contained T4 and T4A 

information – most did not even know they had access to the network drive in question. 

Consultation between Information Systems, Information Management, Risk, Human Resources 

and the Access and Privacy Officer concluded that the privacy breach of T4 and T4A information 

did not extend beyond the 3 individuals that initially accessed the HR folder on the network 

drive in question. In addition, it was noted that the 3 individuals are trusted Nalcor employees 

who notified appropriate officials as soon as they became aware of their access to the tax 

information. For these reasons, it was agreed by all parties that the risk of harm posed to 

impacted individuals was minimal and did not require mass notification. 
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A privacy breach occurs when there is a collection, use, or disclosure of personal information in 
contravention of the Access to Information and Protection of Privacy Act, 2015 (ATIPPA, 2015). This includes 
personal information that is lost or stolen. 
 
As per Section 64(4) of the ATIPPA, 2015, if you are aware of a privacy breach, you must complete this 
form and submit it to the Office of the Information and Privacy Commissioner (OIPC) as soon as 
reasonably possible. Please forward the completed form via e-mail to breachreport@oipc.nl.ca, fax (709) 
729-6500, or mail to the Office of the Information and Privacy Commissioner, P. O. Box 13004, Station 
“A”, St. John’s, NL  A1B 3V8. 
 
The ATIPP Office has also requested that breach reports be sent via e-mail to ATIPPOffice@gov.nl.ca. If 
you do not have access to e-mail please submit the form via fax (709) 729-2226, or mail to the ATIPP 
Office, Office of Public Engagement, 4th Floor, West Block, Confederation Building, P.O. Box 8700, 
Station “A”, St. John's, NL  A1B 4J6. 
 
For more information on completing this form, please refer to the Guidelines for Completing the Privacy 
Breach Reporting Form on the OIPC website or call 1-877-729-6309. 
 
For more general information on privacy breaches please refer to the Privacy Breach Protocol document 
available on the ATIPP Office website or call 1-877-895-8891. 
 
Information contained in this form will be recorded for breach management purposes, including 
but not limited to statistical, educational, and investigative purposes. Should the Commissioner 
decide to initiate a privacy investigation, the public body will be notified. 

 

Do not include information in this form that can identify  
the individual(s) whose information has been breached. 

 
 

Your Contact Information (Please Print) 

Public Body:  

Division/Program:  

Name and Title:  

Telephone:  

E-mail Address:  

 
 
 
 

Privacy Breach Reporting Form 
(For Public Body Use Only) 

Access to Information and Protection of Privacy Act, 2015 
 

Nalcor Energy

N/A

Grant Hiscock, Access and Privacy Officer

709-733-5346

granthiscock@nalcorenergy.com
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Incident Description 

Date Breach Occurred:  

Date Breach was Discovered:  

Date Breach Reported to OIPC:  

Date Breach Reported to ATIPP Office:  

Describe the breach and any immediate steps taken to contain the breach and reduce the harm of the breach 
(e.g. retrieval of breached information, replacement of locks, shut down of IT systems, etc.) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Estimated number of individuals whose 
personal information was breached: 

 

Geographical Location of the Breach: 
 
 

Type of 
Breach 

  
Telephone Fax E-mail Technical Malfunction 

Mail Out Courier In Person Intentional (i.e. willful breach) 

  Other (please specify): 
 

October 21, 2019

October 25, 2019 (raised to senior staff on the 28th)

October 31, 2019

October 31, 2019

Description: On October 21, a number of electricity bills were sent to various Hydro customers as part of 
Hydro's monthly billing process. Often, Hydro sends out generic inserts with bills to inform customers of 
different issues such as rate changes, energy saving tips, etc. On October 21, a number of disconnection 
notices were also printed in preparation for a separate mail-out to applicable customers. These notices were 
inadvertently put in the printer tray typically used for generic inserts and included with the energy bills that 
were also being prepared for mail-out. The result was that 234 customers ended up receiving disconnection 
notices relating to 234 different customers, resulting in the breach of personal information of 234 Hydro 
customers.  
Containment: Once the bills (with the various disconnection notices) were put in the mail, there was 
essentially no way to prevent the breach from occurring, however, in addition to notifying the impacted 
individuals, Hydro is currently investigating if it can identify the customers that received unrelated 
disconnection notices in error as well. This notification will explain the problem as well as ask individuals to 
destroy any disconnection notices that they did receive. A follow up report will be issued on this matter. 
Notification: All impacted individuals will be notified, with communication going out by November 6, 2019. 
Sensitivity: The disconnection notices contain names, addresses, amounts owing, and account numbers and 
could potentially be used to commit fraud or identity theft in a worst case scenario. 
Prevention: Training will occur with respect to the Hydro employees involved. Also, the system in place will  
either be re-engineered to remove the functionality that led to this incident OR manual audit checks may be  
implemented for any future mail outs where a risk of a breach could be remotely possible. 

234

Various

✔
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Personal Information Involved (Check all that apply)  Do not include or send us the identifiable personal information. 

Name E-mail Driver’s License Number 

Home Address Signature  Medicare Plan (MCP) Number 

Birth Date Financial Information  Social Insurance Number 

Telephone Number Credit Card or Debit Card Medical History 

Employment History Educational History Personal Opinions 

Other (please specify): 

 

 
 

Risk Evaluation/Potential Harm (Check all that apply) Identify any harm that may result from the breach. 
 

Identity theft (higher risk if breach involves social insurance number or financial information) 

Physical harm or harassment (e.g. stalking) 

Emotional harm, humiliation or damage to reputation (e.g. disclosure of mental health records) 

Financial cost 

Loss of business or employment opportunities 

Breach of contract and/or other legal obligations (e.g. from data loss) 

Future breaches (technical failures) 

Violation of professional standards or certificate standards 

Other (please specify): 
 
 
 

 

Safeguards (Check all that apply) 

Describe the physical, administrative, and technical safeguards currently in place to protect the personal 
information in your custody and control relevant to this breach: 

Locked Doors Training 

Locked Filing Cabinets  Information Sharing Agreement 

Alarm System  Passwords 

Policies  Encryption 

Procedures  Audit Controls 

Guidelines  

 Other (please specify): 

 

Hydro customer account numbers

✔

✔

✔

✔

✔

✔

✔

✔

✔

42



November 2018      Page 4 of 4 

 

Notification of Affected Individual(s) 

Will the affected individual(s) be notified of the privacy breach? Yes  No 

If yes, how will they be notified and when? 

Were they notified of their right to file a Privacy 

Complaint with the OIPC? Yes No 

 Telephone E-mail Letter Date:    

If no, please follow-up with the affected individuals to notify them 

of their right to file a Privacy Complaint.   

If no, why have you chosen not to notify? 
 
 

To be determined.   
Please provide additional information as soon as it becomes 

available. 

 
 

Other Notifications  

Have other authorities been notified? 

The head of your public body (Minister, Mayor, etc.) 

Senior staff (Town Manager/Clerk, Director, Assistant Deputy Minister, Deputy Minister, etc.) 

Royal Newfoundland Constabulary/Royal Canadian Mounted Police 

Your public body solicitor 

Communications staff 

Other (please specify): 

 

 

 
Attach additional pages as required. 

 

For Office Use Only 

Reviewed By: __________________________________  Date: _______________________________ 

 

✔

✔ By November 6, 2019

✔

✔

✔

✔
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A privacy breach occurs when there is a collection, use, or disclosure of personal information in 
contravention of the Access to Information and Protection of Privacy Act, 2015 (ATIPPA, 2015). This includes 
personal information that is lost or stolen. 
 
As per Section 64(4) of the ATIPPA, 2015, if you are aware of a privacy breach, you must complete this 
form and submit it to the Office of the Information and Privacy Commissioner (OIPC) as soon as 
reasonably possible. Please forward the completed form via e-mail to breachreport@oipc.nl.ca, fax (709) 
729-6500, or mail to the Office of the Information and Privacy Commissioner, P. O. Box 13004, Station 
“A”, St. John’s, NL  A1B 3V8. 
 
The ATIPP Office has also requested that breach reports be sent via e-mail to ATIPPOffice@gov.nl.ca. If 
you do not have access to e-mail please submit the form via fax (709) 729-2226, or mail to the ATIPP 
Office, Office of Public Engagement, 4th Floor, West Block, Confederation Building, P.O. Box 8700, 
Station “A”, St. John's, NL  A1B 4J6. 
 
For more information on completing this form, please refer to the Guidelines for Completing the Privacy 
Breach Reporting Form on the OIPC website or call 1-877-729-6309. 
 
For more general information on privacy breaches please refer to the Privacy Breach Protocol document 
available on the ATIPP Office website or call 1-877-895-8891. 
 
Information contained in this form will be recorded for breach management purposes, including 
but not limited to statistical, educational, and investigative purposes. Should the Commissioner 
decide to initiate a privacy investigation, the public body will be notified. 

 

Do not include information in this form that can identify  
the individual(s) whose information has been breached. 

 
 

Your Contact Information (Please Print) 

Public Body:  

Division/Program:  

Name and Title:  

Telephone:  

E-mail Address:  

 
 
 
 

Privacy Breach Reporting Form 
(For Public Body Use Only) 

Access to Information and Protection of Privacy Act, 2015 
 

Nalcor Energy

N/A

Grant Hiscock, Access and Privacy Officer

709-733-5346

granthiscock@nalcorenergy.com
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Incident Description 

Date Breach Occurred:  

Date Breach was Discovered:  

Date Breach Reported to OIPC:  

Date Breach Reported to ATIPP Office:  

Describe the breach and any immediate steps taken to contain the breach and reduce the harm of the breach 
(e.g. retrieval of breached information, replacement of locks, shut down of IT systems, etc.) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Estimated number of individuals whose 
personal information was breached: 

 

Geographical Location of the Breach: 
 
 

Type of 
Breach 

  
Telephone Fax E-mail Technical Malfunction 

Mail Out Courier In Person Intentional (i.e. willful breach) 

  Other (please specify): 
 

October 28, 2019

October 28, 2019

November 4, 2019

November 4, 2019

Description: On October 28, a Meter Reader made a trip to an individual's house in Wabush to discuss an 
overdue balance. The customer was not home, but the individual's mother did answer the door. The Meter 
Reader noted the exact balance owing when on the doorstep of the house. The mother did not have a right to 
this personal information about another Hydro customer. 
  
Containment: There is no real containment required here as the incident relates to a mistake made by the 
Meter Reader when visiting the residence. They realized the mistake when walking away from the residence 
and discussions have taken place internally regarding the need for privacy when making visits to a residence 
and speaking to anyone other than the applicable Hydro customer. 
  
Notification: The individual is aware of the incident and will be notified of their right to complain to the 
OIPC. 
  
Sensitivity: While the balance owing represents personal information of the impacted individual, there is no 
major harm associated with this incident. While the situation may have been embarrassing for the impacted 
individual, it was a trusted family member that received the information, in error. Aside from this, it is highly 
unlikely that any fraud or identity theft could occur due to this incident. 
  
Prevention: Training will be given to Meter Readers to ensure that they understand their privacy 
responsibilities (as stated, in this case, the Meter Reader recognized their mistake immediately). 

1

Wabush, Labrador

✔
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Personal Information Involved (Check all that apply)  Do not include or send us the identifiable personal information. 

Name E-mail Driver’s License Number 

Home Address Signature  Medicare Plan (MCP) Number 

Birth Date Financial Information  Social Insurance Number 

Telephone Number Credit Card or Debit Card Medical History 

Employment History Educational History Personal Opinions 

Other (please specify): 

 

 
 

Risk Evaluation/Potential Harm (Check all that apply) Identify any harm that may result from the breach. 
 

Identity theft (higher risk if breach involves social insurance number or financial information) 

Physical harm or harassment (e.g. stalking) 

Emotional harm, humiliation or damage to reputation (e.g. disclosure of mental health records) 

Financial cost 

Loss of business or employment opportunities 

Breach of contract and/or other legal obligations (e.g. from data loss) 

Future breaches (technical failures) 

Violation of professional standards or certificate standards 

Other (please specify): 
 
 
 

 

Safeguards (Check all that apply) 

Describe the physical, administrative, and technical safeguards currently in place to protect the personal 
information in your custody and control relevant to this breach: 

Locked Doors Training 

Locked Filing Cabinets  Information Sharing Agreement 

Alarm System  Passwords 

Policies  Encryption 

Procedures  Audit Controls 

Guidelines  

 Other (please specify): 

 

✔

✔

✔

✔
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Notification of Affected Individual(s) 

Will the affected individual(s) be notified of the privacy breach? Yes  No 

If yes, how will they be notified and when? 

Were they notified of their right to file a Privacy 

Complaint with the OIPC? Yes No 

 Telephone E-mail Letter Date:    

If no, please follow-up with the affected individuals to notify them 

of their right to file a Privacy Complaint.   

If no, why have you chosen not to notify? 
 
 

To be determined.   
Please provide additional information as soon as it becomes 

available. 

 
 

Other Notifications  

Have other authorities been notified? 

The head of your public body (Minister, Mayor, etc.) 

Senior staff (Town Manager/Clerk, Director, Assistant Deputy Minister, Deputy Minister, etc.) 

Royal Newfoundland Constabulary/Royal Canadian Mounted Police 

Your public body solicitor 

Communications staff 

Other (please specify): 

 

 

 
Attach additional pages as required. 

 

For Office Use Only 

Reviewed By: __________________________________  Date: _______________________________ 

 

✔

✔ October 28, 2019

✔

✔

✔

✔
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A privacy breach occurs when there is a collection, use, or disclosure of personal information in 
contravention of the Access to Information and Protection of Privacy Act, 2015 (ATIPPA, 2015). This includes 
personal information that is lost or stolen. 
 
As per Section 64(4) of the ATIPPA, 2015, if you are aware of a privacy breach, you must complete this 
form and submit it to the Office of the Information and Privacy Commissioner (OIPC) as soon as 
reasonably possible. Please forward the completed form via e-mail to breachreport@oipc.nl.ca, fax (709) 
729-6500, or mail to the Office of the Information and Privacy Commissioner, P. O. Box 13004, Station 
“A”, St. John’s, NL  A1B 3V8. 
 
The ATIPP Office has also requested that breach reports be sent via e-mail to ATIPPOffice@gov.nl.ca. If 
you do not have access to e-mail please submit the form via fax (709) 729-2226, or mail to the ATIPP 
Office, Office of Public Engagement, 4th Floor, West Block, Confederation Building, P.O. Box 8700, 
Station “A”, St. John's, NL  A1B 4J6. 
 
For more information on completing this form, please refer to the Guidelines for Completing the Privacy 
Breach Reporting Form on the OIPC website or call 1-877-729-6309. 
 
For more general information on privacy breaches please refer to the Privacy Breach Protocol document 
available on the ATIPP Office website or call 1-877-895-8891. 
 
Information contained in this form will be recorded for breach management purposes, including 
but not limited to statistical, educational, and investigative purposes. Should the Commissioner 
decide to initiate a privacy investigation, the public body will be notified. 

 

Do not include information in this form that can identify  
the individual(s) whose information has been breached. 

 
 

Your Contact Information (Please Print) 

Public Body:  

Division/Program:  

Name and Title:  

Telephone:  

E-mail Address:  

 
 
 
 

Privacy Breach Reporting Form 
(For Public Body Use Only) 

Access to Information and Protection of Privacy Act, 2015 
 

NL Hydro

N/A

Grant Hiscock, Access and Privacy Officer

709-733-5346

granthiscock@nalcorenergy.com
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Incident Description 

Date Breach Occurred:  

Date Breach was Discovered:  

Date Breach Reported to OIPC:  

Date Breach Reported to ATIPP Office:  

Describe the breach and any immediate steps taken to contain the breach and reduce the harm of the breach 
(e.g. retrieval of breached information, replacement of locks, shut down of IT systems, etc.) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Estimated number of individuals whose 
personal information was breached: 

 

Geographical Location of the Breach: 
 
 

Type of 
Breach 

  
Telephone Fax E-mail Technical Malfunction 

Mail Out Courier In Person Intentional (i.e. willful breach) 

  Other (please specify): 
 

November 26, 2019

November 26, 2019

November 28, 2019

November 28, 2019

Description: A consultant working for NL Hydro shared the personal information of 2,679 NL Hydro 
customers with NL Power. The consultant, Uplight, has been retained by NL Hydro and there is an NDA in 
place with that organization. The breach occurred when a member of Uplight's data science team, who had 
not been trained on the separate and distinct data requirements associated with supporting both NL Power 
and NL Hydro (Uplight has contracts in place with both organizations), pulled data from both organizations 
and then securely shared the data with one staff member at NL Power. The shared spreadsheet contained 
personal information of NL Hydro customers such as names, addresses, account balances, bill timing and 
usage information, and housing information such as dwelling type and square footage. 
Containment: NL Power immediately notified Uplight upon receiving the file and NL Hydro was notified 
soon after. Confirmation has been received from NL Power that the customer information has since been 
deleted from their system (screen shots provided for the deletion process). The information was also only 
incorrectly viewed by one individual at NL Power and NL Hydro considers NL Power to be a very trusted 
and reputable organization. 
Notification: Notification will not occur in this instance based on the very low potential for harm to any of 
the impacted customers. 
Sensitivity: In a worst case scenario, the breached information could be used to commit fraud with respect 
to a customer's NL Hydro account, however, it is highly unlikely that the information was incorrectly shared 
with more than one individual and that individual is considered a trusted partner. While the breached 
information does include some sensitive information, the risk of harm to any individual is very low. 
Prevention: Consultant to increase training and initiate a review process for future data transfers.

2,679 NL Hydro Customers

St. John's, Newfoundland

✔
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Personal Information Involved (Check all that apply)  Do not include or send us the identifiable personal information. 

Name E-mail Driver’s License Number 

Home Address Signature  Medicare Plan (MCP) Number 

Birth Date Financial Information  Social Insurance Number 

Telephone Number Credit Card or Debit Card Medical History 

Employment History Educational History Personal Opinions 

Other (please specify): 

 

 
 

Risk Evaluation/Potential Harm (Check all that apply) Identify any harm that may result from the breach. 
 

Identity theft (higher risk if breach involves social insurance number or financial information) 

Physical harm or harassment (e.g. stalking) 

Emotional harm, humiliation or damage to reputation (e.g. disclosure of mental health records) 

Financial cost 

Loss of business or employment opportunities 

Breach of contract and/or other legal obligations (e.g. from data loss) 

Future breaches (technical failures) 

Violation of professional standards or certificate standards 

Other (please specify): 
 
 
 

 

Safeguards (Check all that apply) 

Describe the physical, administrative, and technical safeguards currently in place to protect the personal 
information in your custody and control relevant to this breach: 

Locked Doors Training 

Locked Filing Cabinets  Information Sharing Agreement 

Alarm System  Passwords 

Policies  Encryption 

Procedures  Audit Controls 

Guidelines  

 Other (please specify): 

 

Dwelling information (type, age, square footage)

✔

✔

✔

✔

✔

✔

✔

✔
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Notification of Affected Individual(s) 

Will the affected individual(s) be notified of the privacy breach? Yes  No 

If yes, how will they be notified and when? 

Were they notified of their right to file a Privacy 

Complaint with the OIPC? Yes No 

 Telephone E-mail Letter Date:    

If no, please follow-up with the affected individuals to notify them 

of their right to file a Privacy Complaint.   

If no, why have you chosen not to notify? 
 
 

To be determined.   
Please provide additional information as soon as it becomes 

available. 

 
 

Other Notifications  

Have other authorities been notified? 

The head of your public body (Minister, Mayor, etc.) 

Senior staff (Town Manager/Clerk, Director, Assistant Deputy Minister, Deputy Minister, etc.) 

Royal Newfoundland Constabulary/Royal Canadian Mounted Police 

Your public body solicitor 

Communications staff 

Other (please specify): 

 

 

 
Attach additional pages as required. 

 

For Office Use Only 

Reviewed By: __________________________________  Date: _______________________________ 

 

✔

✔

✔
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A privacy breach occurs when there is a collection, use, or disclosure of personal information in 
contravention of the Access to Information and Protection of Privacy Act, 2015 (ATIPPA, 2015). This includes 
personal information that is lost or stolen. 
 
As per Section 64(4) of the ATIPPA, 2015, if you are aware of a privacy breach, you must complete this 
form and submit it to the Office of the Information and Privacy Commissioner (OIPC) as soon as 
reasonably possible. Please forward the completed form via e-mail to breachreport@oipc.nl.ca, fax (709) 
729-6500, or mail to the Office of the Information and Privacy Commissioner, P. O. Box 13004, Station 
“A”, St. John’s, NL  A1B 3V8. 
 
The ATIPP Office has also requested that breach reports be sent via e-mail to ATIPPOffice@gov.nl.ca. If 
you do not have access to e-mail please submit the form via fax (709) 729-2226, or mail to the ATIPP 
Office, Office of Public Engagement, 4th Floor, West Block, Confederation Building, P.O. Box 8700, 
Station “A”, St. John's, NL  A1B 4J6. 
 
For more information on completing this form, please refer to the Guidelines for Completing the Privacy 
Breach Reporting Form on the OIPC website or call 1-877-729-6309. 
 
For more general information on privacy breaches please refer to the Privacy Breach Protocol document 
available on the ATIPP Office website or call 1-877-895-8891. 
 
Information contained in this form will be recorded for breach management purposes, including 
but not limited to statistical, educational, and investigative purposes. Should the Commissioner 
decide to initiate a privacy investigation, the public body will be notified. 

 

Do not include information in this form that can identify  
the individual(s) whose information has been breached. 

 
 

Your Contact Information (Please Print) 

Public Body:  

Division/Program:  

Name and Title:  

Telephone:  

E-mail Address:  

 
 
 
 

Privacy Breach Reporting Form 
(For Public Body Use Only) 

Access to Information and Protection of Privacy Act, 2015 
 

NL Hydro / Nalcor

N/A

Grant Hiscock, Access and Privacy Officer

709-733-5346

granthiscock@nalcorenergy.com
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Incident Description 

Date Breach Occurred:  

Date Breach was Discovered:  

Date Breach Reported to OIPC:  

Date Breach Reported to ATIPP Office:  

Describe the breach and any immediate steps taken to contain the breach and reduce the harm of the breach 
(e.g. retrieval of breached information, replacement of locks, shut down of IT systems, etc.) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Estimated number of individuals whose 
personal information was breached: 

 

Geographical Location of the Breach: 
 
 

Type of 
Breach 

  
Telephone Fax E-mail Technical Malfunction 

Mail Out Courier In Person Intentional (i.e. willful breach) 

  Other (please specify): 
 

December 10, 2019

December 10, 2019

Informal - December 13, 2019 / Formal - December 18, 2019

Informal - December 13, 2019 / Formal - December 18, 2019

Description: An employee was sending out an email to 9 NL Hydro customers in relation to the Heat Pump 
Rebate Program. The email addresses were all  inadvertently inserted into the "To" field of the email as 
opposed to the "BCC" field.  
Containment: There was no way to contain the breach once the emails were sent and opened, however, NL 
Hydro was careful to use the "BCC" line on emails that were sent following this incident.  
Notification: Customers were notified of the breach by way of receiving the original email and NL Hydro 
has been speaking with some customers who have expressed concern. Where the risk of harm is so low for 
this breach, NL Hydro will not be providing further formal notification. 
Sensitivity: The overall sensitivity of the breached information is low. In a worst case scenario, a small 
number of NL Hydro customers would be able to see (a) a small number of other NL Hydro customer emails 
and (b) possible confirmation that certain NL Hydro customers may be able to obtain rebates with respect to 
the Heat Pump Rebate Program. 
Prevention: Nalcor and NL Hydro are in the process of developing some very simplified privacy procedures 
to follow when communicating with customers (including emails to customers). The intention of these 
procedures is to serve as reminders to employees of how to ensure privacy protection when communicating 
with customers. While this may seem like a simple improvement, various departments have expressed an 
interest in having some simplified privacy procedures (in addition to our Protection of Privacy Policy) in 
order to ensure that there is a well understood and consistent approach to protecting the personal 
information of our customers.

9

Email (Hydro Place)

✔
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Personal Information Involved (Check all that apply)  Do not include or send us the identifiable personal information. 

Name E-mail Driver’s License Number 

Home Address Signature  Medicare Plan (MCP) Number 

Birth Date Financial Information  Social Insurance Number 

Telephone Number Credit Card or Debit Card Medical History 

Employment History Educational History Personal Opinions 

Other (please specify): 

 

 
 

Risk Evaluation/Potential Harm (Check all that apply) Identify any harm that may result from the breach. 
 

Identity theft (higher risk if breach involves social insurance number or financial information) 

Physical harm or harassment (e.g. stalking) 

Emotional harm, humiliation or damage to reputation (e.g. disclosure of mental health records) 

Financial cost 

Loss of business or employment opportunities 

Breach of contract and/or other legal obligations (e.g. from data loss) 

Future breaches (technical failures) 

Violation of professional standards or certificate standards 

Other (please specify): 
 
 
 

 

Safeguards (Check all that apply) 

Describe the physical, administrative, and technical safeguards currently in place to protect the personal 
information in your custody and control relevant to this breach: 

Locked Doors Training 

Locked Filing Cabinets  Information Sharing Agreement 

Alarm System  Passwords 

Policies  Encryption 

Procedures  Audit Controls 

Guidelines  

 Other (please specify): 

 

Possible confirmation that certain customers are taking part in the Heat Pump Rebate Program.

Possible confirmation of customer involvement with the Heat Pump Rebate Program

✔

✔

✔

✔

✔

✔
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Notification of Affected Individual(s) 

Will the affected individual(s) be notified of the privacy breach? Yes  No 

If yes, how will they be notified and when? 

Were they notified of their right to file a Privacy 

Complaint with the OIPC? Yes No 

 Telephone E-mail Letter Date:    

If no, please follow-up with the affected individuals to notify them 

of their right to file a Privacy Complaint.   

If no, why have you chosen not to notify? 
 
 

To be determined.   
Please provide additional information as soon as it becomes 

available. 

 
 

Other Notifications  

Have other authorities been notified? 

The head of your public body (Minister, Mayor, etc.) 

Senior staff (Town Manager/Clerk, Director, Assistant Deputy Minister, Deputy Minister, etc.) 

Royal Newfoundland Constabulary/Royal Canadian Mounted Police 

Your public body solicitor 

Communications staff 

Other (please specify): 

 

 

 
Attach additional pages as required. 

 

For Office Use Only 

Reviewed By: __________________________________  Date: _______________________________ 

 

✔

✔

Overall very low risk of harm to any individuals

✔

✔
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A privacy breach occurs when there is a collection, use, or disclosure of personal information in 
contravention of the Access to Information and Protection of Privacy Act, 2015 (ATIPPA, 2015). This includes 
personal information that is lost or stolen. 
 
As per Section 64(4) of the ATIPPA, 2015, if you are aware of a privacy breach, you must complete this 
form and submit it to the Office of the Information and Privacy Commissioner (OIPC) as soon as 
reasonably possible. Please forward the completed form via e-mail to breachreport@oipc.nl.ca, fax (709) 
729-6500, or mail to the Office of the Information and Privacy Commissioner, P. O. Box 13004, Station 
“A”, St. John’s, NL  A1B 3V8. 
 
The ATIPP Office has also requested that breach reports be sent via e-mail to ATIPPOffice@gov.nl.ca. If 
you do not have access to e-mail please submit the form via fax (709) 729-2226, or mail to the ATIPP 
Office, Office of Public Engagement, 4th Floor, West Block, Confederation Building, P.O. Box 8700, 
Station “A”, St. John's, NL  A1B 4J6. 
 
For more information on completing this form, please refer to the Guidelines for Completing the Privacy 
Breach Reporting Form on the OIPC website or call 1-877-729-6309. 
 
For more general information on privacy breaches please refer to the Privacy Breach Protocol document 
available on the ATIPP Office website or call 1-877-895-8891. 
 
Information contained in this form will be recorded for breach management purposes, including 
but not limited to statistical, educational, and investigative purposes. Should the Commissioner 
decide to initiate a privacy investigation, the public body will be notified. 

 

Do not include information in this form that can identify  
the individual(s) whose information has been breached. 

 
 

Your Contact Information (Please Print) 

Public Body:  

Division/Program:  

Name and Title:  

Telephone:  

E-mail Address:  

 
 
 
 

Privacy Breach Reporting Form 
(For Public Body Use Only) 

Access to Information and Protection of Privacy Act, 2015 
 

Nalcor / NL Hydro

N/A

Grant Hiscock, Access and Privacy Officer

709-733-5346

granthiscock@nalcorenergy.com
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Incident Description 

Date Breach Occurred:  

Date Breach was Discovered:  

Date Breach Reported to OIPC:  

Date Breach Reported to ATIPP Office:  

Describe the breach and any immediate steps taken to contain the breach and reduce the harm of the breach 
(e.g. retrieval of breached information, replacement of locks, shut down of IT systems, etc.) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Estimated number of individuals whose 
personal information was breached: 

 

Geographical Location of the Breach: 
 
 

Type of 
Breach 

  
Telephone Fax E-mail Technical Malfunction 

Mail Out Courier In Person Intentional (i.e. willful breach) 

  Other (please specify): 
 

February 5, 2020

February 5, 2020

February 14, 2020

February 14, 2020

Description: A customer in Nain, Labrador took over a meter on January 13, 2019 that previously belonged 
to the Nunatsiavut Government. Through error, this individual's email ended up being included with the 
e-billing information for the Nunatsiavut Government and the email information for the Nunatsiavut 
Government was included with the individual's e-billing information. This resulted in each customer receiving 
the bill(s) for the other customer (for one billing cycle). 
Containment: NL Hydro has already been speaking with both parties and correct bills have been mailed out. 
This is an isolated incident and it has been contained. 
Notification: Both parties have been notified of the breach. 
Sensitivity: The information on a bill has historically been considered sensitive information by NL Hydro as 
an individual may be able to call in and obtain personal information of another customer or set up new 
accounts in their name. NL Hydro has recently implemented an identification confirmation process whereby 
customers must provide a piece of personal ID that must be confirmed by an NL Hydro Customer Service 
Representative before they are able to speak to, or make changes to a customer's account.  

 
 

Prevention: This is essentially a data entry error where the wrong email addresses were linked to the wrong 
accounts. Conversations have taken place with the employee involved in the breach and NL Hydro has 
decided to put up signs reminding Customer Service Representatives and Billing Support employees about 
the importance of taking the time to ensure that data entry work is completed in a manner which ensures the 
absolute protection of customers' personal information.

2

Nain, NL

✔
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Personal Information Involved (Check all that apply)  Do not include or send us the identifiable personal information. 

Name E-mail Driver’s License Number 

Home Address Signature  Medicare Plan (MCP) Number 

Birth Date Financial Information  Social Insurance Number 

Telephone Number Credit Card or Debit Card Medical History 

Employment History Educational History Personal Opinions 

Other (please specify): 

 

 
 

Risk Evaluation/Potential Harm (Check all that apply) Identify any harm that may result from the breach. 
 

Identity theft (higher risk if breach involves social insurance number or financial information) 

Physical harm or harassment (e.g. stalking) 

Emotional harm, humiliation or damage to reputation (e.g. disclosure of mental health records) 

Financial cost 

Loss of business or employment opportunities 

Breach of contract and/or other legal obligations (e.g. from data loss) 

Future breaches (technical failures) 

Violation of professional standards or certificate standards 

Other (please specify): 
 
 
 

 

Safeguards (Check all that apply) 

Describe the physical, administrative, and technical safeguards currently in place to protect the personal 
information in your custody and control relevant to this breach: 

Locked Doors Training 

Locked Filing Cabinets  Information Sharing Agreement 

Alarm System  Passwords 

Policies  Encryption 

Procedures  Audit Controls 

Guidelines  

 Other (please specify): 

 

N Hydro account number

Ability to access or change another customer's NL Hydro account (risk is less with new ID procedure)

✔

✔

✔

✔

✔

✔

✔

✔
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Notification of Affected Individual(s) 

Will the affected individual(s) be notified of the privacy breach? Yes  No 

If yes, how will they be notified and when? 

Were they notified of their right to file a Privacy 

Complaint with the OIPC? Yes No 

 Telephone E-mail Letter Date:    

If no, please follow-up with the affected individuals to notify them 

of their right to file a Privacy Complaint.   

If no, why have you chosen not to notify? 
 
 

To be determined.   
Please provide additional information as soon as it becomes 

available. 

 
 

Other Notifications  

Have other authorities been notified? 

The head of your public body (Minister, Mayor, etc.) 

Senior staff (Town Manager/Clerk, Director, Assistant Deputy Minister, Deputy Minister, etc.) 

Royal Newfoundland Constabulary/Royal Canadian Mounted Police 

Your public body solicitor 

Communications staff 

Other (please specify): 

 

 

 
Attach additional pages as required. 

 

For Office Use Only 

Reviewed By: __________________________________  Date: _______________________________ 

 

✔

✔ February 5, 2020

✔

✔
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A privacy breach occurs when there is a collection, use, or disclosure of personal information in 
contravention of the Access to Information and Protection of Privacy Act, 2015 (ATIPPA, 2015). This includes 
personal information that is lost or stolen. 
 
As per Section 64(4) of the ATIPPA, 2015, if you are aware of a privacy breach, you must complete this 
form and submit it to the Office of the Information and Privacy Commissioner (OIPC) as soon as 
reasonably possible. Please forward the completed form via e-mail to breachreport@oipc.nl.ca, fax (709) 
729-6500, or mail to the Office of the Information and Privacy Commissioner, P. O. Box 13004, Station 
“A”, St. John’s, NL  A1B 3V8. 
 
The ATIPP Office has also requested that breach reports be sent via e-mail to ATIPPOffice@gov.nl.ca. If 
you do not have access to e-mail please submit the form via fax (709) 729-2226, or mail to the ATIPP 
Office, Office of Public Engagement, 4th Floor, West Block, Confederation Building, P.O. Box 8700, 
Station “A”, St. John's, NL  A1B 4J6. 
 
For more information on completing this form, please refer to the Guidelines for Completing the Privacy 
Breach Reporting Form on the OIPC website or call 1-877-729-6309. 
 
For more general information on privacy breaches please refer to the Privacy Breach Protocol document 
available on the ATIPP Office website or call 1-877-895-8891. 
 
Information contained in this form will be recorded for breach management purposes, including 
but not limited to statistical, educational, and investigative purposes. Should the Commissioner 
decide to initiate a privacy investigation, the public body will be notified. 

 

Do not include information in this form that can identify  
the individual(s) whose information has been breached. 

 
 

Your Contact Information (Please Print) 

Public Body:  

Division/Program:  

Name and Title:  

Telephone:  

E-mail Address:  

 
 
 
 

Privacy Breach Reporting Form 
(For Public Body Use Only) 

Access to Information and Protection of Privacy Act, 2015 
 

Nalcor / NL Hydro

N/A

Grant Hiscock, Access and Privacy Officer

709-733-5346

granthiscock@nalcorenergy.com
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Incident Description 

Date Breach Occurred:  

Date Breach was Discovered:  

Date Breach Reported to OIPC:  

Date Breach Reported to ATIPP Office:  

Describe the breach and any immediate steps taken to contain the breach and reduce the harm of the breach 
(e.g. retrieval of breached information, replacement of locks, shut down of IT systems, etc.) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Estimated number of individuals whose 
personal information was breached: 

 

Geographical Location of the Breach: 
 
 

Type of 
Breach 

  
Telephone Fax E-mail Technical Malfunction 

Mail Out Courier In Person Intentional (i.e. willful breach) 

  Other (please specify): 
 

February 5, 2020

February 5, 2020

February 14, 2020

February 14, 2020

Description: NL Hydro has recently implemented an identity confirmation process whereby customers 
provide personal identification that is used to confirm an individual's identity when they call NL Hydro 
Customer Service. An employee who was not completely familiar with the new process previously entered a 
customer's personal identification information into an incorrect field in NL Hydro's customer database. The 
information should have been entered into a different field used specifically for identity confirmation. This 
resulted in one customer's bill showing their SIN number directly next to their name within the bill's 
envelope window. 
Containment: A review was completed that determined that this was an isolated incident. No other bills 
were sent out with personal information visible through the bill's address window. 
Notification: Given the nature of the personal information and the potential for fraud or identity theft, NL 
Hydro will be notifying the impacted individual by phone. 
Sensitivity: An individual's SIN number is an extremely sensitive piece of personal ID that, in a worst case 
scenario, could be used to commit fraud or identity theft. 
Prevention: Conversations have already taken place with the employee who incorrectly entered the personal 
information into the customer database. NL Hydro will also be developing some signs to serve as reminders 
to employees with respect to how personal information is to be entered into NL Hydro's customer database. 
Privacy training is ongoing at NL Hydro and will increase throughout 2020.

1

Paper bill sent to La Poile, NL

✔
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Personal Information Involved (Check all that apply)  Do not include or send us the identifiable personal information. 

Name E-mail Driver’s License Number 

Home Address Signature  Medicare Plan (MCP) Number 

Birth Date Financial Information  Social Insurance Number 

Telephone Number Credit Card or Debit Card Medical History 

Employment History Educational History Personal Opinions 

Other (please specify): 

 

 
 

Risk Evaluation/Potential Harm (Check all that apply) Identify any harm that may result from the breach. 
 

Identity theft (higher risk if breach involves social insurance number or financial information) 

Physical harm or harassment (e.g. stalking) 

Emotional harm, humiliation or damage to reputation (e.g. disclosure of mental health records) 

Financial cost 

Loss of business or employment opportunities 

Breach of contract and/or other legal obligations (e.g. from data loss) 

Future breaches (technical failures) 

Violation of professional standards or certificate standards 

Other (please specify): 
 
 
 

 

Safeguards (Check all that apply) 

Describe the physical, administrative, and technical safeguards currently in place to protect the personal 
information in your custody and control relevant to this breach: 

Locked Doors Training 

Locked Filing Cabinets  Information Sharing Agreement 

Alarm System  Passwords 

Policies  Encryption 

Procedures  Audit Controls 

Guidelines  

 Other (please specify): 

 

✔

✔

✔

✔

✔

✔

✔
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Notification of Affected Individual(s) 

Will the affected individual(s) be notified of the privacy breach? Yes  No 

If yes, how will they be notified and when? 

Were they notified of their right to file a Privacy 

Complaint with the OIPC? Yes No 

 Telephone E-mail Letter Date:    

If no, please follow-up with the affected individuals to notify them 

of their right to file a Privacy Complaint.   

If no, why have you chosen not to notify? 
 
 

To be determined.   
Please provide additional information as soon as it becomes 

available. 

 
 

Other Notifications  

Have other authorities been notified? 

The head of your public body (Minister, Mayor, etc.) 

Senior staff (Town Manager/Clerk, Director, Assistant Deputy Minister, Deputy Minister, etc.) 

Royal Newfoundland Constabulary/Royal Canadian Mounted Police 

Your public body solicitor 

Communications staff 

Other (please specify): 

 

 

 
Attach additional pages as required. 

 

For Office Use Only 

Reviewed By: __________________________________  Date: _______________________________ 

 

✔

✔ February 14, 2020

✔

✔
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A privacy breach occurs when there is a collection, use, or disclosure of personal information in 
contravention of the Access to Information and Protection of Privacy Act, 2015 (ATIPPA, 2015). This includes 
personal information that is lost or stolen. 
 
As per Section 64(4) of the ATIPPA, 2015, if you are aware of a privacy breach, you must complete this 
form and submit it to the Office of the Information and Privacy Commissioner (OIPC) as soon as 
reasonably possible. Please forward the completed form via e-mail to breachreport@oipc.nl.ca, fax (709) 
729-6500, or mail to the Office of the Information and Privacy Commissioner, P. O. Box 13004, Station 
“A”, St. John’s, NL  A1B 3V8. 
 
The ATIPP Office has also requested that breach reports be sent via e-mail to ATIPPOffice@gov.nl.ca. If 
you do not have access to e-mail please submit the form via fax (709) 729-2226, or mail to the ATIPP 
Office, Office of Public Engagement, 4th Floor, West Block, Confederation Building, P.O. Box 8700, 
Station “A”, St. John's, NL  A1B 4J6. 
 
For more information on completing this form, please refer to the Guidelines for Completing the Privacy 
Breach Reporting Form on the OIPC website or call 1-877-729-6309. 
 
For more general information on privacy breaches please refer to the Privacy Breach Protocol document 
available on the ATIPP Office website or call 1-877-895-8891. 
 
Information contained in this form will be recorded for breach management purposes, including 
but not limited to statistical, educational, and investigative purposes. Should the Commissioner 
decide to initiate a privacy investigation, the public body will be notified. 

 

Do not include information in this form that can identify  
the individual(s) whose information has been breached. 

 
 

Your Contact Information (Please Print) 

Public Body:  

Division/Program:  

Name and Title:  

Telephone:  

E-mail Address:  

 
 
 
 

Privacy Breach Reporting Form 
(For Public Body Use Only) 

Access to Information and Protection of Privacy Act, 2015 
 

Nalcor/NL Hydro

N/A

Grant Hiscock, Access and Privacy Officer

709-733-5346

granthiscock@nalcorenergy.com
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Incident Description 

Date Breach Occurred:  

Date Breach was Discovered:  

Date Breach Reported to OIPC:  

Date Breach Reported to ATIPP Office:  

Describe the breach and any immediate steps taken to contain the breach and reduce the harm of the breach 
(e.g. retrieval of breached information, replacement of locks, shut down of IT systems, etc.) 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Estimated number of individuals whose 
personal information was breached: 

 

Geographical Location of the Breach: 
 
 

Type of 
Breach 

  
Telephone Fax E-mail Technical Malfunction 

Mail Out Courier In Person Intentional (i.e. willful breach) 

  Other (please specify): 
 

February 25, 2020

February 25, 2020

March 3, 2020 Informal / March 10 Formal

March 10, 2020

Description: A customer service employee accidentally sent the requested consumption report of one NL 
Hydro customer to another customer, revealing account details and consumption history.  

 
Containment: The issue has already been contained and it appears to be a one-off mistake. 
Notification: The impacted individual is aware and will be notified of the option to complain to the OIPC.  
Sensitivity: These reports do contain personal information such as names and addresses. They also contain 
NL Hydro account information. NL Hydro has an authentication process in place whereby customers calling 
in to discuss their accounts must first confirm a piece of previously shared personal ID. This process reduces 
the risk that this kind of privacy breach could result in financial harm. 
Prevention: Additional procedural direction has already been delivered with customer service staff. The file 
naming system for customer consumption reports has also already been changed to greatly reduce the risk of 
future breaches. 

1

Labrador City

✔
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Personal Information Involved (Check all that apply)  Do not include or send us the identifiable personal information. 

Name E-mail Driver’s License Number 

Home Address Signature  Medicare Plan (MCP) Number 

Birth Date Financial Information  Social Insurance Number 

Telephone Number Credit Card or Debit Card Medical History 

Employment History Educational History Personal Opinions 

Other (please specify): 

 

 
 

Risk Evaluation/Potential Harm (Check all that apply) Identify any harm that may result from the breach. 
 

Identity theft (higher risk if breach involves social insurance number or financial information) 

Physical harm or harassment (e.g. stalking) 

Emotional harm, humiliation or damage to reputation (e.g. disclosure of mental health records) 

Financial cost 

Loss of business or employment opportunities 

Breach of contract and/or other legal obligations (e.g. from data loss) 

Future breaches (technical failures) 

Violation of professional standards or certificate standards 

Other (please specify): 
 
 
 

 

Safeguards (Check all that apply) 

Describe the physical, administrative, and technical safeguards currently in place to protect the personal 
information in your custody and control relevant to this breach: 

Locked Doors Training 

Locked Filing Cabinets  Information Sharing Agreement 

Alarm System  Passwords 

Policies  Encryption 

Procedures  Audit Controls 

Guidelines  

 Other (please specify): 

 

Hydro account information could be at risk - financial related (less of a risk with new procedure)

✔

✔

✔

✔

✔

✔

✔
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Notification of Affected Individual(s) 

Will the affected individual(s) be notified of the privacy breach? Yes  No 

If yes, how will they be notified and when? 

Were they notified of their right to file a Privacy 

Complaint with the OIPC? Yes No 

 Telephone E-mail Letter Date:    

If no, please follow-up with the affected individuals to notify them 

of their right to file a Privacy Complaint.   

If no, why have you chosen not to notify? 
 
 

To be determined.   
Please provide additional information as soon as it becomes 

available. 

 
 

Other Notifications  

Have other authorities been notified? 

The head of your public body (Minister, Mayor, etc.) 

Senior staff (Town Manager/Clerk, Director, Assistant Deputy Minister, Deputy Minister, etc.) 

Royal Newfoundland Constabulary/Royal Canadian Mounted Police 

Your public body solicitor 

Communications staff 

Other (please specify): 

 

 

 
Attach additional pages as required. 

 

For Office Use Only 

Reviewed By: __________________________________  Date: _______________________________ 

 

✔

✔ March 11, 2020

✔

✔
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A privacy breach occurs when there is a collection, use, or disclosure of personal information in 
contravention of the Access to Information and Protection of Privacy Act, 2015 (ATIPPA, 2015). This includes 
personal information that is lost or stolen. 
 
As per Section 64(4) of the ATIPPA, 2015, if you are aware of a privacy breach, you must complete this 
form and submit it to the Office of the Information and Privacy Commissioner (OIPC) as soon as 
reasonably possible. Please forward the completed form via e-mail to breachreport@oipc.nl.ca, fax (709) 
729-6500, or mail to the Office of the Information and Privacy Commissioner, P. O. Box 13004, Station 
“A”, St. John’s, NL  A1B 3V8. 
 
The ATIPP Office has also requested that breach reports be sent via e-mail to ATIPPOffice@gov.nl.ca. If 
you do not have access to e-mail please submit the form via fax (709) 729-2226, or mail to the ATIPP 
Office, Office of Public Engagement, 4th Floor, West Block, Confederation Building, P.O. Box 8700, 
Station “A”, St. John's, NL  A1B 4J6. 
 
For more information on completing this form, please refer to the Guidelines for Completing the Privacy 
Breach Reporting Form on the OIPC website or call 1-877-729-6309. 
 
For more general information on privacy breaches please refer to the Privacy Breach Protocol document 
available on the ATIPP Office website or call 1-877-895-8891. 
 
Information contained in this form will be recorded for breach management purposes, including 
but not limited to statistical, educational, and investigative purposes. Should the Commissioner 
decide to initiate a privacy investigation, the public body will be notified. 

 

Do not include information in this form that can identify  
the individual(s) whose information has been breached. 

 
 

Your Contact Information (Please Print) 

Public Body:  

Division/Program:  

Name and Title:  

Telephone:  

E-mail Address:  

 
 
 
 

Privacy Breach Reporting Form 
(For Public Body Use Only) 

Access to Information and Protection of Privacy Act, 2015 
 

Nalcor / NL Hydro

N/A

Grant Hiscock - Access and Privacy Officer

709-697-2528

granthiscock@nalcorenergy.com
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Incident Description 

Date Breach Occurred:  

Date Breach was Discovered:  

Date Breach Reported to OIPC:  

Date Breach Reported to ATIPP Office:  

Describe the breach and any immediate steps taken to contain the breach and reduce the harm of the breach 
(e.g. retrieval of breached information, replacement of locks, shut down of IT systems, etc.) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Estimated number of individuals whose 
personal information was breached: 

 

Geographical Location of the Breach: 
 
 

Type of 
Breach 

  
Telephone Fax E-mail Technical Malfunction 

Mail Out Courier In Person Intentional (i.e. willful breach) 

  Other (please specify): 
 

March 9, 2020 (billing cycle)

April 22, 2020 (Can. Post & Treasury Department COVID delays)

April 28, 2020

April 28, 2020

Description: A customer received their own bill along with the bill of another customer during a March 
billing cycle. NL Hydro was unaware of this incident until it received the bill of the impacted customer 
attached to the payment of the customer who received the bill in error. The delayed discovery of this incident 
was due to Canada Post and Treasury Department COVID delays.  
Containment: This is an isolated incident. 
Notification: The impacted individual will be notified of the breach and notified of their right to complain to 
the OIPC. 
Sensitivity: NL Hydro customer bills contain personal information such as names and addresses. They also 
contain NL Hydro account information. NL Hydro has an authentication process in place where customers 
calling in to discuss their accounts must first confirm a piece of previously shared personal ID. This process 
greatly reduces the risk that this kind of privacy breach could result in financial harm. 
Prevention: This appears to be a case where two bills ended up getting inserted into the same envelope, in 
error. The process of preparing bills for a mail-out is automated (from printing through to the process for 
inserting bills into envelopes). In this case, it appears that two bills became stuck together during the 
automated process and ended up being inserted into the same envelope. In the future, NL Hydro plans on 
having a technician look at the automated mail-out process to ensure that everything is functioning properly 
from a technical/hardware standpoint.  
 

1

Fogo, NL (mail-out from St. John's)

✔
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Personal Information Involved (Check all that apply)  Do not include or send us the identifiable personal information. 

Name E-mail Driver’s License Number 

Home Address Signature  Medicare Plan (MCP) Number 

Birth Date Financial Information  Social Insurance Number 

Telephone Number Credit Card or Debit Card Medical History 

Employment History Educational History Personal Opinions 

Other (please specify): 

 

 
 

Risk Evaluation/Potential Harm (Check all that apply) Identify any harm that may result from the breach. 
 

Identity theft (higher risk if breach involves social insurance number or financial information) 

Physical harm or harassment (e.g. stalking) 

Emotional harm, humiliation or damage to reputation (e.g. disclosure of mental health records) 

Financial cost 

Loss of business or employment opportunities 

Breach of contract and/or other legal obligations (e.g. from data loss) 

Future breaches (technical failures) 

Violation of professional standards or certificate standards 

Other (please specify): 
 
 
 

 

Safeguards (Check all that apply) 

Describe the physical, administrative, and technical safeguards currently in place to protect the personal 
information in your custody and control relevant to this breach: 

Locked Doors Training 

Locked Filing Cabinets  Information Sharing Agreement 

Alarm System  Passwords 

Policies  Encryption 

Procedures  Audit Controls 

Guidelines  

 Other (please specify): 

 

NL Hydro account information (extent of financial information)

Ability to access or change another customer's NL Hydro account (risk is less with new ID procedure)

Automation

✔

✔

✔

✔

✔

✔

✔

✔

✔
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Notification of Affected Individual(s) 

Will the affected individual(s) be notified of the privacy breach? Yes  No 

If yes, how will they be notified and when? 

Were they notified of their right to file a Privacy 

Complaint with the OIPC? Yes No 

 Telephone E-mail Letter Date:    

If no, please follow-up with the affected individuals to notify them 

of their right to file a Privacy Complaint.   

If no, why have you chosen not to notify? 
 
 

To be determined.   
Please provide additional information as soon as it becomes 

available. 

 
 

Other Notifications  

Have other authorities been notified? 

The head of your public body (Minister, Mayor, etc.) 

Senior staff (Town Manager/Clerk, Director, Assistant Deputy Minister, Deputy Minister, etc.) 

Royal Newfoundland Constabulary/Royal Canadian Mounted Police 

Your public body solicitor 

Communications staff 

Other (please specify): 

 

 

 
Attach additional pages as required. 

 

For Office Use Only 

Reviewed By: __________________________________  Date: _______________________________ 

 

✔

✔ April 29, 2020

✔

✔

✔
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A privacy breach occurs when there is a collection, use, or disclosure of personal information in 
contravention of the Access to Information and Protection of Privacy Act, 2015 (ATIPPA, 2015). This includes 
personal information that is lost or stolen. 
 
As per Section 64(4) of the ATIPPA, 2015, if you are aware of a privacy breach, you must complete this 
form and submit it to the Office of the Information and Privacy Commissioner (OIPC) as soon as 
reasonably possible. Please forward the completed form via e-mail to breachreport@oipc.nl.ca, fax (709) 
729-6500, or mail to the Office of the Information and Privacy Commissioner, P. O. Box 13004, Station 
“A”, St. John’s, NL  A1B 3V8. 
 
The ATIPP Office has also requested that breach reports be sent via e-mail to ATIPPOffice@gov.nl.ca. If 
you do not have access to e-mail please submit the form via fax (709) 729-2226, or mail to the ATIPP 
Office, Office of Public Engagement, 4th Floor, West Block, Confederation Building, P.O. Box 8700, 
Station “A”, St. John's, NL  A1B 4J6. 
 
For more information on completing this form, please refer to the Guidelines for Completing the Privacy 
Breach Reporting Form on the OIPC website or call 1-877-729-6309. 
 
For more general information on privacy breaches please refer to the Privacy Breach Protocol document 
available on the ATIPP Office website or call 1-877-895-8891. 
 
Information contained in this form will be recorded for breach management purposes, including 
but not limited to statistical, educational, and investigative purposes. Should the Commissioner 
decide to initiate a privacy investigation, the public body will be notified. 

 

Do not include information in this form that can identify  
the individual(s) whose information has been breached. 

 
 

Your Contact Information (Please Print) 

Public Body:  

Division/Program:  

Name and Title:  

Telephone:  

E-mail Address:  

 
 
 
 

Privacy Breach Reporting Form 
(For Public Body Use Only) 

Access to Information and Protection of Privacy Act, 2015 
 

Nalcor / NL Hydro

N/A

Grant Hiscock - Access and Privacy Officer

709-697-2528

granthiscock@nalcorenergy.com
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Incident Description 

Date Breach Occurred:  

Date Breach was Discovered:  

Date Breach Reported to OIPC:  

Date Breach Reported to ATIPP Office:  

Describe the breach and any immediate steps taken to contain the breach and reduce the harm of the breach 
(e.g. retrieval of breached information, replacement of locks, shut down of IT systems, etc.) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Estimated number of individuals whose 
personal information was breached: 

 

Geographical Location of the Breach: 
 
 

Type of 
Breach 

  
Telephone Fax E-mail Technical Malfunction 

Mail Out Courier In Person Intentional (i.e. willful breach) 

  Other (please specify): 
 

March 31, 2020

April 22, 2020

April 28, 2020

April 28, 2020

Description: A customer called in to have their account set up with e-billing. During that process, the 
Customer Service Representative accidentally transposed two numbers from the customer's account when the 
e-billing request was entered into NL Hydro's customer management system. This resulted in the customer's 
e-billing request being associated with a different customer account. Due to this error, the bill of the 
customer who was calling in to set up e-billing was subsequently sent to another NL Hydro customer. 
Containment: This is an isolated incident. 
Notification: The impacted individual will be notified of the breach and notified of their right to complain to 
the OIPC. 
Sensitivity: NL Hydro customer bills do contain personal information such as names and addresses. They 
also contain NL Hydro account information. NL Hydro has an authentication process in place where 
customers calling in to discuss their accounts must first confirm a piece of previously shared personal ID. 
This process greatly reduces the risk that this kind of privacy breach could result in financial harm.  
Prevention: While this breach was facilitated by human error in transposing a customer account number, NL 
Hydro recognizes the importance of being thorough and careful when entering customer account 
information. Employees will be reminded of the level of care that needs to be taken when handling or altering 
the information of any customer. 

1

St. John's 

✔
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Personal Information Involved (Check all that apply)  Do not include or send us the identifiable personal information. 

Name E-mail Driver’s License Number 

Home Address Signature  Medicare Plan (MCP) Number 

Birth Date Financial Information  Social Insurance Number 

Telephone Number Credit Card or Debit Card Medical History 

Employment History Educational History Personal Opinions 

Other (please specify): 

 

 
 

Risk Evaluation/Potential Harm (Check all that apply) Identify any harm that may result from the breach. 
 

Identity theft (higher risk if breach involves social insurance number or financial information) 

Physical harm or harassment (e.g. stalking) 

Emotional harm, humiliation or damage to reputation (e.g. disclosure of mental health records) 

Financial cost 

Loss of business or employment opportunities 

Breach of contract and/or other legal obligations (e.g. from data loss) 

Future breaches (technical failures) 

Violation of professional standards or certificate standards 

Other (please specify): 
 
 
 

 

Safeguards (Check all that apply) 

Describe the physical, administrative, and technical safeguards currently in place to protect the personal 
information in your custody and control relevant to this breach: 

Locked Doors Training 

Locked Filing Cabinets  Information Sharing Agreement 

Alarm System  Passwords 

Policies  Encryption 

Procedures  Audit Controls 

Guidelines  

 Other (please specify): 

 

NL Hydro account information (extent of financial information)

Ability to access or change another customer's NL Hydro account (risk is less with new ID procedure)

✔

✔

✔

✔

✔

✔

✔

✔

✔

✔

✔
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Notification of Affected Individual(s) 

Will the affected individual(s) be notified of the privacy breach? Yes  No 

If yes, how will they be notified and when? 

Were they notified of their right to file a Privacy 

Complaint with the OIPC? Yes No 

 Telephone E-mail Letter Date:    

If no, please follow-up with the affected individuals to notify them 

of their right to file a Privacy Complaint.   

If no, why have you chosen not to notify? 
 
 

To be determined.   
Please provide additional information as soon as it becomes 

available. 

 
 

Other Notifications  

Have other authorities been notified? 

The head of your public body (Minister, Mayor, etc.) 

Senior staff (Town Manager/Clerk, Director, Assistant Deputy Minister, Deputy Minister, etc.) 

Royal Newfoundland Constabulary/Royal Canadian Mounted Police 

Your public body solicitor 

Communications staff 

Other (please specify): 

 

 

 
Attach additional pages as required. 

 

For Office Use Only 

Reviewed By: __________________________________  Date: _______________________________ 

 

✔

✔ April 29, 2020

✔

✔

✔
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A privacy breach occurs when there is a collection, use, or disclosure of personal information in 
contravention of the Access to Information and Protection of Privacy Act, 2015 (ATIPPA, 2015). This includes 
personal information that is lost or stolen. 
 
As per Section 64(4) of the ATIPPA, 2015, if you are aware of a privacy breach, you must complete this 
form and submit it to the Office of the Information and Privacy Commissioner (OIPC) as soon as 
reasonably possible. Please forward the completed form via e-mail to breachreport@oipc.nl.ca, fax (709) 
729-6500, or mail to the Office of the Information and Privacy Commissioner, P. O. Box 13004, Station 
“A”, St. John’s, NL  A1B 3V8. 
 
The ATIPP Office has also requested that breach reports be sent via e-mail to ATIPPOffice@gov.nl.ca. If 
you do not have access to e-mail please submit the form via fax (709) 729-2226, or mail to the ATIPP 
Office, Office of Public Engagement, 4th Floor, West Block, Confederation Building, P.O. Box 8700, 
Station “A”, St. John's, NL  A1B 4J6. 
 
For more information on completing this form, please refer to the Guidelines for Completing the Privacy 
Breach Reporting Form on the OIPC website or call 1-877-729-6309. 
 
For more general information on privacy breaches please refer to the Privacy Breach Protocol document 
available on the ATIPP Office website or call 1-877-895-8891. 
 
Information contained in this form will be recorded for breach management purposes, including 
but not limited to statistical, educational, and investigative purposes. Should the Commissioner 
decide to initiate a privacy investigation, the public body will be notified. 

 

Do not include information in this form that can identify  
the individual(s) whose information has been breached. 

 
 

Your Contact Information (Please Print) 

Public Body:  

Division/Program:  

Name and Title:  

Telephone:  

E-mail Address:  

 
 
 
 

Privacy Breach Reporting Form 
(For Public Body Use Only) 

Access to Information and Protection of Privacy Act, 2015 
 

NL Hydro

N/A

Grant Hiscock, Access and Privacy Officer

709-697-2528

granthiscock@nalcorenergy.com
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Incident Description 

Date Breach Occurred:  

Date Breach was Discovered:  

Date Breach Reported to OIPC:  

Date Breach Reported to ATIPP Office:  

Describe the breach and any immediate steps taken to contain the breach and reduce the harm of the breach 
(e.g. retrieval of breached information, replacement of locks, shut down of IT systems, etc.) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Estimated number of individuals whose 
personal information was breached: 

 

Geographical Location of the Breach: 
 
 

Type of 
Breach 

  
Telephone Fax E-mail Technical Malfunction 

Mail Out Courier In Person Intentional (i.e. willful breach) 

  Other (please specify): 
 

June 29th/June 30th, 2020

July 3, 2020

July 8, 2020

July 8, 2020

Description: On June 29th/30th of 2020, one of NL Hydro's Customer Service Representatives 
completed the Bi-annual Customer Redirect Agreements.  This is a program for customers who are in 
receipt of Advanced Skills, Education and Labour funding. Twice a year, NL Hydro calculates the 
amounts required directly from Advanced Skills, Education and Labour NL to cover customers' power 
bills to ensure payments from Advanced Skills, Education and Labour NL align with actual 
consumption. While the address and account information was correct on all of the letters that were 
mailed out, 21 of the letters included the name of another one of NL Hydro's customers who are also 
involved in this program. Only the name was included in all 21 cases.  
Containment: This has been contained and Customer Service Representatives are in the process of 
contacting all individuals involved, including the impacted individual. They will be notified of their 
right to complain to the OIPC as well. 
Notification: Notification is currently taking place (July 7th and 8th, 2020). 
Sensitivity: While this breach doesn't create a risk of financial fraud or identity theft, it does notify 
other individuals that the impacted individual is receiving government assistance. This creates the 
possibility of emotional harm, which is something NL Hydro does not take lightly. 
Prevention: The process for drafting these letters was largely manual, which left room for error when 
copying customer information from our internal system (JDE) to the various customer letters. NL 
Hydro has been speaking with IT already and this process will now be completed by having customer 
information automatically populated directly from the JDE system. This will effectively remove the risk 
of a future breach in this area and we will be looking for additional opportunities for form/letter 
drafting automation in the future.

1

Various (Impacted Individual is in Conne River)

✔
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Personal Information Involved (Check all that apply)  Do not include or send us the identifiable personal information. 

Name E-mail Driver’s License Number 

Home Address Signature  Medicare Plan (MCP) Number 

Birth Date Financial Information  Social Insurance Number 

Telephone Number Credit Card or Debit Card Medical History 

Employment History Educational History Personal Opinions 

Other (please specify): 

 

 
 

Risk Evaluation/Potential Harm (Check all that apply) Identify any harm that may result from the breach. 
 

Identity theft (higher risk if breach involves social insurance number or financial information) 

Physical harm or harassment (e.g. stalking) 

Emotional harm, humiliation or damage to reputation (e.g. disclosure of mental health records) 

Financial cost 

Loss of business or employment opportunities 

Breach of contract and/or other legal obligations (e.g. from data loss) 

Future breaches (technical failures) 

Violation of professional standards or certificate standards 

Other (please specify): 
 
 
 

 

Safeguards (Check all that apply) 

Describe the physical, administrative, and technical safeguards currently in place to protect the personal 
information in your custody and control relevant to this breach: 

Locked Doors Training 

Locked Filing Cabinets  Information Sharing Agreement 

Alarm System  Passwords 

Policies  Encryption 

Procedures  Audit Controls 

Guidelines  

 Other (please specify): 

 

Enrollment in government assistance program

Letter/form automation

✔

✔

✔

✔

✔
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Notification of Affected Individual(s) 

Will the affected individual(s) be notified of the privacy breach? Yes  No 

If yes, how will they be notified and when? 

Were they notified of their right to file a Privacy 

Complaint with the OIPC? Yes No 

 Telephone E-mail Letter Date:    

If no, please follow-up with the affected individuals to notify them 

of their right to file a Privacy Complaint.   

If no, why have you chosen not to notify? 
 
 

To be determined.   
Please provide additional information as soon as it becomes 

available. 

 
 

Other Notifications  

Have other authorities been notified? 

The head of your public body (Minister, Mayor, etc.) 

Senior staff (Town Manager/Clerk, Director, Assistant Deputy Minister, Deputy Minister, etc.) 

Royal Newfoundland Constabulary/Royal Canadian Mounted Police 

Your public body solicitor 

Communications staff 

Other (please specify): 

 

 

 
Attach additional pages as required. 

 

For Office Use Only 

Reviewed By: __________________________________  Date: _______________________________ 

 

✔

✔ July 7th and 8th, 2020

✔

✔

✔
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NL Hydro

N/A

Grant Hiscock, Access and Privacy Officer

709-697-2528

granthiscock@nalcorenergy.com
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March 3, 2021

March 3, 2021

Initial Report: March 5, 2021

Initial Report: March 5, 2021

Please see attachment. 

  
 

1

Through remote access - St. John's

Technical issue that allowed for possible access to documents in print queue/other 

print jobs.

✔

✔
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Note: We feel that the risk is very low given the nature of the breach.

Technical solution to remove functionality allowing for privacy risk

✔

✔

✔ ✔

✔

✔

✔

✔
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✔

✔

✔

✔

✔

✔
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Description: 

On Wednesday, March 3, 2021, an employee with NL Hydro (a subsidiary of Nalcor) notified 

Nalcor Information Systems that when attempting to access their T4 through the internal JD 

Edwards EnterpriseOne application, the PDF version that was downloaded contained the T4 

information for another individual. These individuals attempted to print their T4’s within 30 

seconds of each other. 

 

Due to the timely notification from the employee, Nalcor was able to disable the T4 

functionality in the application as an immediate measure pending further investigation and 

subsequently confirmed that the downloaded information was deleted from this individual’s 

drive.  

 

Nalcor is not aware and does not believe that any additional people have been impacted. 

 

Investigation: 

Nalcor’s internal technical team as well as Oracle (the provider of the JD Edwards 

EnterpriseOne software) and the external managed services provider, ERP-One were engaged 

during this investigation of this breach.  

 

 

 

 

 

 

 

 

  While the opportunity existed for other 

employees to perform these actions, it is not likely that these steps would be taken. Based on 

discussions with the user who viewed the confidential information, this access was not 

intentional and occurred by accident.  

 

To validate Nalcor’s assumption that the scope of the breach was limited to the single reported 

instance, a report was produced of all of the employees who executed the print function 

related to the 2020 T4’s from February 26, 2021 (when they were made available in the 

application) to March 3, 2021.  A sample of 55 employees was selected from this listing of 333 

users who utilized this function.  The sample included employees who printed their T4’s on 

March 3, 2021 as well as employees who printed their T4’s within 30 seconds of each other 

from February 26 to March 3, 2021. The sample was deemed representative of the employee 

who encountered the issue and the employee whose information was breached. This sample 

was contacted to understand whether any issues were experienced when accessing their T4 

information. No additional instances were noted through this exercise.  

 

Additional testing was also completed during the application outage by a small group of select 

employees within the HR/Payroll support teams (with informed consent) to ensure that the 
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application is working correctly and no additional issues were noted. Further testing is planned 

for due diligence through a phased approach prior to restoring this functionality for all users. 

 

Containment: 

As an immediate response, upon notification, Nalcor disabled the T4 functionality in the 

application. To be prudent, the ability to view employee paystubs was also disabled as it utilizes 

similar functionality within the application to the T4’s. All T4’s and pay stubs previously printed 

were also deleted from the print queue as an immediate mitigation. 

 

As a result of the investigation, a program fix was implemented to remove the ability within the 

application to access previous print jobs of other users using the sequence of steps identified, 

removing the risk of reoccurrence of such an event in the future.  

 

In addition to this fix, based on recommendations from Oracle and ERP-One as additional 

mitigations, Nalcor has also implemented changes to move T4’s and pay stubs from multi-

thread to single-thread queues and have changed the naming convention (specific to each 

employee’s username) for T4 and pay stub files within the Employee Self Service functionality.    

Based on the results of the internal investigation, expertise from both Oracle and ERP-One, 

application testing and follow up with the sample of end users, Nalcor believes that this was a 

one time error and a very rare occurrence. 

 

Notification: 

The impacted individual was notified of the breach on Friday, March 5 at 8:00 PM. They were 

also notified of their right to make a complaint to the OIPC at this time. 

 

Sensitivity: 

While the information exposed was sensitive in nature (personal tax information, including 

Social Insurance Number), Nalcor feels that the risk of harm resulting from this breach is very 

low as it was observed by a single trusted employee who notified Information Systems 

immediately. The downloaded information was also promptly deleted. Nalcor takes all privacy 

incidents very seriously but a breach involving a SIN carries with it an even higher degree of 

attention and concern. The Access and Privacy Officer advised the impacted individual that they 

could contact them at anytime to discuss the incident or any other privacy related concerns 

that they may have.  The individual was also informed of their right to file a complaint with the 

OIPC. 

 

Prevention: 

As noted above, a permanent solution is now in place to mitigate the possibility of reoccurrence 

of this event. While this section of a breach report may normally speak to further areas of 

improvement, in this case, the Information Systems and Human Resources teams acted 

decisively and with the intent of protecting our employees’ personal information at every step 

of the way. Outside of the current solution, no additional training is recommended stemming 

from this incident. While it was an unfortunate occurrence, the technical issue was resolved as 

quickly as possible and the response was handled with care throughout. 
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